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QUESTION 1

What happens when a client successfully authenticates but does not match any Enforcement Policy rules? 

A. no role is applied to the device 

B. logon profile is applied to the device 

C. default Enforcement profile is applied 

D. guest rule is applied to the device 

E. default rule is applied to the device 

Correct Answer: C 

The first time a device connects, it\\'s allowed on in a limited state (session timeout is a low value and DHCP is allowed)
because it doesn\\'t match any Enforcement policy rules based on Endpoint Category. The default enforcement profile is
used. 

Reference: http://community.arubanetworks.com/t5/Security/MAC-Auth-Service-for-AP-s-Printers-Etc/tdp/243252 

 

QUESTION 2

ClearPass Onboard uses which type of WLAN security once the user has authenticated and onboarded the client? 

A. EAP-PEAP 

B. EAP-RADIUS 

C. SSL 

D. EAP-LEAP 

E. EAP-TLS 

Correct Answer: E 

 

QUESTION 3

Which agents are valid Posture agents used by the ClearPass Policy Manager? (Choose three.) 

A. OnGuard persistent agent 

B. Microsoft AD 

C. OnGuard dissolvable agent 

D. Cisco Trust Agent 

E. Microsoft NAP 
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Correct Answer: ACE 

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.6/PolicyManager/Content/
CPPM_UserGuide/Posture/Posture_policy_creating.htm.html 

 

QUESTION 4

Where is the web login page created in the ClearPass UI? 

A. WebAuth Service 

B. Captive Portal Profile 

C. ClearPass Policy Manager 

D. Guest Login Service 

E. ClearPass Guest 

Correct Answer: E 

 

QUESTION 5

Refer to the exhibit. A user connects to an Aruba Access Point wireless SSID named "secure-corporate" and performs
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an 802.1X authentication with ClearPass as the authentication server. 

Based on this service configuration, which service will be triggered? 

A. pod8-mac auth 

B. No service will be triggered 

C. pod8wireless 

D. [Policy Manager Admin Network Service] 

E. pod8wired 

Correct Answer: A 
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