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QUESTION 1

What is the purpose of using a role mapping policy in an 802.1x service with Active Directory as the authentication
source? 

A. to translate and combine AD attributes into ClearPass roles 

B. to send roles from ClearPass to the AD user to update a user\\'s group membership 

C. to enable attributes as roles directly without needing role mapping rules 

D. to send Aruba firewall roles back to the Aruba Network Access Device 

E. to send details of a user\\'s connection to the AD user to store in its database 

Correct Answer: B 

 

QUESTION 2

What is the purpose of the pre-auth check during guest authentication? 

A. for the NAD device to do an internal authentication check before sending the credentials to ClearPass 

B. for the NAD device to check that ClearPass is active before sending it the RADIUS request 

C. for ClearPass to do an internal authentication check before the NAS login happens 

D. for the client device to do an internal sanity check before the NAS login occurs 

E. for the client device to check that ClearPass is active before sending it the credentials 

Correct Answer: C 

The way NAS devices like wireless controllers do authentication on external captive portals only allows standard reject
message handling like "authentication failed". The pre auth check allows CPPM to provide advanced error handling of a
reject like "your time limit has been reached" before a user logs in. It is to do an end run around limited error handing of
NAS devices on external captive portals. 

Reference https://community.arubanetworks.com/t5/Security/why-use-pre-auth-check/m-p/93254 

 

QUESTION 3

Which actions are necessary to set up a ClearPass guest captive portal web login page to authenticate guest users?
(Select three.) 

A. Configure the guest pre-authentication role on ClearPass. 

B. Select the user login checkbox in ClearPass Guest. 

C. Create a web login page in ClearPass Guest. 
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D. Create Guest Service in ClearPass policy Manager. 

E. Redirect Aruba Controller URL to ClearPass server web login page. 

Correct Answer: ABD 

Reference https://community.arubanetworks.com/t5/Aruba-Solution-Exchange/IAP-ClearPass-GuestCaptive-Portal/ta-
p/202675 

 

QUESTION 4

In which stage of the Onboard process is the device dot1x supplicant configured? 

A. Provisioning 

B. Pre-provisioning 

C. Authentication 

D. Authorization 

E. EAP authentication 

Correct Answer: C 

 

QUESTION 5

Which collector can help to distinguish between an iPhone and an iPad? 

A. MAC OUI 

B. TACACS+ 

C. DHCP 

D. RADIUS 

E. HTTP 

Correct Answer: E 

Reference: https://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/
CPPM_UserGuide/PolicyProfile/Collectors.htm 
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