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QUESTION 1

What is the purpose of service rules in ClearPass? 

A. applies health checks to clients 

B. differentiates between different authentication requests 

C. authenticates clients 

D. authorizes clients against the RADIUS server 

E. determines the client OS 

Correct Answer: D 

 

QUESTION 2

Refer to the exhibit. 

An administrator has enabled `department\\' and `memberOf\\' as roles. Which effect will this have on Enforcement? 

A. The user\\'s memberOf attribute is sent back to the controller as a firewall role. 

B. The user\\'s authentication will be rejected if the user does not have a department attribute in AD. 

C. The user\\'s department and group membership must be included in role mapping rules. 

D. The user\\'s department and group membership will be available as roles for evaluation by the enforcement policy. 

Correct Answer: C 

 

QUESTION 3

What is the purpose of using a role mapping policy in an 802.1x service with Active Directory as the authentication
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source? 

A. to translate and combine AD attributes into ClearPass roles 

B. to send roles from ClearPass to theAD user to update a user\\'s group membership 

C. to enable attributes as roles directly without needing role mapping rules 

D. to send Aruba firewall roles back to the Aruba Network Access Device 

E. to send details of a user\\'s connection to the AD user to store in its database 

Correct Answer: B 

 

QUESTION 4

Refer to the exhibit. 

Which user authentication request will match the service rules of the Policy Service shown? 

A. a wireless user connecting to an Aruba IAP on the SSID "CORP" 

B. a wireless user connection would fail because of miss-configured service rules. 

C. a wireless user connecting to any SSID on an Aruba Controller 

D. a wireless user connected to any SSID named "CORP" 

Correct Answer: A 

 

QUESTION 5

Select three elements that are part of the authorization process. (Choose three.) 

A. Send a RADIUS accept to the Access device. 

B. Verify client credentials against your account. 

C. Determine posture status. 
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D. Validate the user account attributes. 

E. Filter by endpoint device type. 

Correct Answer: ABD 
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