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QUESTION 1

What is the purpose of service rules in ClearPass? 

A. applies health checks to clients 

B. differentiates between different authentication requests 

C. authenticates clients 

D. authorizes clients against the RADIUS server 

E. determines the client OS 

Correct Answer: D 

 

QUESTION 2

ClearPass Onboard can be configured for which three types of security? (Choose three.) 

A. SSL-VPN 

B. EAP-RADIUS 

C. EAP-TLS 

D. EAP-PEAP 

E. Personal PSK 

Correct Answer: BCD 

 

QUESTION 3

How can Enforcement Policy rules be evaluated? (Choose two.) 

A. It is checked top down, as configured in the rules tab. 

B. All rules are checked, and all matches are used. 

C. If no rules match, the request is rejected. 

D. It is checked bottom up, as configured in the rules tab. 

E. All rules are checked, and the best match is used. 

Correct Answer: AC 

 

QUESTION 4
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When using an Active Directory authentication source, you must configure a Bind DN. Which two statements are true
about Bind DN? (Choose two.) 

A. The Bind DN needs to be a Service Account Type. 

B. The Bind DN must be an Administrator Account. 

C. ClearPass Uses the Bind DN to search the Directory. 

D. ClearPass Uses the Bind DN to update User Attributes. 

E. The Bind DN needs Read/Write access to the Directory. 

Correct Answer: BC 

 

QUESTION 5

What is the purpose of a guest self-registration page in ClearPass? 

A. to allow employees to get their own devices securely connected to the network 

B. to allow contractors to create their own accounts inActive Directory 

C. to allow employees\\' sponsors to create accounts for their guests 

D. to allow employees to easily get their corporate devices on the network 

E. to allow guest users to create a login account for the web login page 

Correct Answer: B 

Guest self-registration allows an administrator to customize the process for guests to create their own visitor accounts.
Self-registration is also referred to as self-provisioned access Reference:
http://www.arubanetworks.com/techdocs/ClearPass/6.6/Guest/Content/Configuration/Customizing
SelfProvisionedAccess.htmaninternal authentication check before the NAS login happens 
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