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QUESTION 1

What must be configured to enable RADIUS authentication with ClearPass on a network access device (NAD)? (Select
two.) 

A. the ClearPass server must have the network device added as a valid NAD 

B. the ClearPass server certificate must be installed on the NAD 

C. a matching shared secret must be configured on both the ClearPass server and NAD 

D. an NTP server needs to be set up on the NAD 

E. a bind username and bind password must be provided 

Correct Answer: AC 

 

QUESTION 2

Which statement is true about the configuration of a generic LDAP server as an External Authentication server in
ClearPass? (Choose three.) 

A. Generic LDAP Browser can be used to search the Base DN. 

B. An administrator can customize the selection of attributes fetched from an LDAP server. 

C. The bind DN can be in the administrator@domain format. 

D. A maximum of one generic LDAP server can be configured in ClearPass. 

E. A LDAP Browser can be used to search the Base DN. 

Correct Answer: ABE 

 

QUESTION 3

What is the purpose of RADIUS CoA (RFC 3576)? 

A. to force the client to re-authenticate upon roaming to a new Controller 

B. to apply firewall policies based on authentication credentials 

C. to validate a host MAC address against a whitelist or a blacklist 

D. to authenticate users or devices before granting them access to a network 

E. to transmit messages to the NAD/NAS to modify a user\\'s session status 

Correct Answer: E 

CoA messages modify session authorization attributes such as data filters. References:
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https://tools.ietf.org/html/rfc3576 

 

QUESTION 4

Refer to the exhibit. 

Based on the network topology diagram shown, how many clusters are needed for this deployment? 

A. 1 

B. 2 

C. 3 

D. 4 

E. 8 

Correct Answer: D 

References: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/5%20Cluster%20De
ployment/Design_guidelines.htm 

 

QUESTION 5

Refer to the exhibit. 
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An Enforcement Profile has been created in the Policy Manager as shown. Which action will ClearPass take based on
the Enforcement Profile? A. It will send the Session-Timeout attribute in the RADIUS Access-Request packet to the
NAD and the NAD will end the user\\'s session after 600 seconds. 

B. It will send the Session-Timeout attribute in the RADIUS Access-Accept packet to the User and the user\\'s session
will be terminated after 600 seconds. 

C. It will count down 600 seconds and send a RADUIS CoA message to the NAD to end the user\\'s session after this
time is up. 

D. It will count down 600 seconds and send a RADUIUS CoA message to the user to end the user\\'s session after this
time is up. 

E. It will send the session -Timeout attribute in the RADIUS Access-Accept packet to the NAD and the NAD will end the
user\\'s session after 600 seconds. 

Correct Answer: E 
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