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QUESTION 1

Which CLI command is used to upgrade the image of a ClearPass server? 

A. Image update 

B. System upgrade 

C. Upgrade image 

D. Reboot 

E. Upgrade software 

Correct Answer: B 

When logged in as appadmin, you can manually install the Upgrade and Patch binaries imported via the CLI using the
following commands: 

1.

 system update (for patches) 

2.

 system upgrade (for upgrades) 

References: ClearPass Policy Manager 6.5 User Guide (October 2015), page 564 https://community.arubanetworks.co
m/aruba/attachments/aruba/SoftwareUserReferenceGuides/52/1/ClearPass%20Policy%20Manager%206.5%20User%2
0Guide.pdf 

 

QUESTION 2

Refer to the exhibit. 
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Based on the ClearPass and Aruba Controller configuration settings for Onboarding shown, which statement accurately
describes an employee\\'s new personal device connecting to the Onboarding network? (Select two.) 

A. Post-Onboarding, the device will be assigned the BYOD-Provision firewall role in the Aruba Controller. 

B. Pre-Onboarding, the device will be redirected to the `Onboarding Page\\' Captive Portal. 

C. The BYOD-Provision role is a ClearPass internal role and exists in ClearPass. 

D. The device will not be redirected to any Onboarding page. 

E. Pre-Onboarding, the device will be assigned the BYOD-Provision firewall role in the Aruba Controller. 

Correct Answer: BE 

You can pre-provision with the Aruba controller firewall role of BYOD-Provision. From the Firewall policies part of the
exhibit, we see that the onboarding page is set to captive portal. References:
https://community.arubanetworks.com/t5/Security/CP-OnBoard-not-redirecting-to-portal-on-single-SSID/td-p/284506 
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QUESTION 3

Which statement is true? (Choose two.) 

A. Mobile device Management is the result of Onboarding. 

B. Third party Mobile Device Management solutions can be integrated with ClearPass. 

C. Mobile Device Management is the authentication that happens before Onboarding. 

D. Mobile Device Management is an application container that is used to provision work applications. 

E. Mobile Device Management is used to control device functions post-Onboarding. 

Correct Answer: BE 

 

QUESTION 4

A university wants to deploy ClearPass with the Guest module. The university has two types that need to use web login
authentication. The first type of users are students whose accounts are in an Active Directory server. The second type
of 

users are friends of students who need to self-register to access the network. 

How should the service be set up in the Policy Manager for this network? 

A. Guest User Repository and Active Directory server both as authentication sources 

B. Active Directory server as the authentication source, and Guest User Repository as the authorization source 

C. Guest User Repository as the authentication source, and Guest User Repository and Active Directory server as
authorization sources 

D. Either the Guest User Repository or Active Directory server should be the single authentication source 

E. Guest User Repository as the authentication source and the Active Directory server as the authorization source 

Correct Answer: A 

 

QUESTION 5

An employee provisions a personal smart phone using the Onboard process. In addition, the employee has a corporate
laptop provided by IT that connects to the secure network. How many licenses does the employee consume? 

A. 1 Policy Manager license, 2 Guest Licenses 

B. 2 Policy Manager licenses, 1 Onboard License 

C. 1 Policy Manager license, 1 Onboard License 

D. 1 Policy Manager license, 1 Guest License 
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E. 2 Policy Manager licenses, 2 Onboard Licenses 

Correct Answer: B 
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