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QUESTION 1

An administrator is implementing a downloadable user role solution involving AOS-CX switches. The AAA solution and
the AOS-CX switches can successfully authenticate users; however, the role information fails to download to the
switches. What policy should be added to an intermediate firewall to allow the downloadable role function to succeed? 

A. Allow TCP 443 

B. Allow UDP 1811 

C. Allow UDP 8211 

D. Allow TCP 22 

Correct Answer: A 

Explanation: pg 681 from the Aruba guide - "When using DUR, the ClearPass HPE- CPPM-Role VSA is used in
combination with HTTPS to transfer the role to the switch." UDP 8211 (PAPI) is related to dynamic segmentation and
the communication to the MC not DUR. 

 

QUESTION 2

An administrator is concerned about the security of the control plane connection between an AOS-CX switch and an
Aruba Mobility Controller (MC) when implementing user-based tunneling. How should the administrator protect this
traffic? 

A. IPSec with a digital certificate 

B. GRE with a pre-shared key 

C. PAPI with an MD5 pre-shared key 

D. IPSec with a pre-shared key 

Correct Answer: C 

 

QUESTION 3

A network administrator wants to replace older access layer switches with AOS-CX 6300 switches. Which virtual
switching technology can the administrator implement with this solution? 

A. Both VSF and VSX 

B. Only Backplane stacking 

C. Only VSF 

D. Only VSX 

Correct Answer: C 
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QUESTION 4

How should a network administrator add NAE scripts and implement NAE agents that will run on an AOS-CX switch? 

A. Use the web interface of the NetEdit server 

B. Use the web interface of the AOS-CX switch 

C. Use the web interface of Aruba Central 

D. Use the CLI of the AOS-CX switch 

Correct Answer: B 

 

QUESTION 5

What is true regarding VSX and keepalives on AOS-CX switches? 

A. A separate VLAN on the ISL link is used. 

B. A VSX LAG for the keepalives is a best practice. 

C. The OOBM port must be used. 

D. A 1GbE or faster port is used. 

Correct Answer: D 
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