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QUESTION 1

A customer has deployed an OnGuard Solution to all the corporate devices using a group policy rule to push the
OnGuard Agents. The network administrator is complaining that some of the agents are communicating to the
ClearPass server that is located in a DMZ, outside the firewall The network administrator wants all of the agents System
Health Validation traffic to stay inside the Management subnets. What can the ClearPass administrator do to move the
traffic only to the ClearPass Management Ports? 

A. Edit the agent.conf file being deployed to the clients to use the ClearPass Management Port for SHV updates. 

B. Select the correct OnGuard Agent installer, and use the one configured for Management Port for the clients. 

C. Configure a Policy Manager Zone mapping so the OnGuard agent will use the Management Port IP. 

D. Filter TCP port 6658 on the firewall, forcing the OnGuard agent to use the ClearPass Management port. 

Correct Answer: C 

 

QUESTION 2

Where is the following information stored in ClearPass? 

1. 

Roles and Posture for Connected Clients 

2. 

System Health for OnGuard 

3. 

Machine authentication State 

4. 

CoA session info 

5. 

Mapping of connected clients to NAS/NAD 

A. Multi-Master cache 

B. Endpoint database 

C. insight database 

D. ClearPass system cache 

Correct Answer: D 
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QUESTION 3

Refer to the exhibit: A customer has configured a Guest Self registration page for their Cisco Wireless network with the
settings shown. What should be changed in order to successfully authenticate guests users? 

A. Secure Login should use HTTP 
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B. Change the Vendor Settings to Airespace Networks 

C. Change \he IP Address to the Cisco Controller DNS name 

D. Login Method should be Controller-initiated - using HTTPs form submit 

Correct Answer: C 

 

QUESTION 4

Refer to the exhibit: You have configured Onboard but me customer could not onboard one of his devices and has sent
you the above screenshots. How could you resolve the issue? 

A. Instruct the user to delete the profile on one of their other BYOD devices. 

B. Instruct the user to run the Quick connect application in Sponsor Mode. 

C. Increase the maximum number of devices allowed by the individual user account. 

D. Increase the maximum number of devices that all users can provision to 3. 
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Correct Answer: D 

 

QUESTION 5

A Customer has these requirements: 

* 

2.000 loT endpoints that use MAC authentication 

* 

6,000 endpoints using a mix of username/password and certificate (Corporate/BYOD) based authentication 

* 

1,000 guest endpoints at peak usage that use guest self-registration 

* 

1500 BYOD devices estimated as 3 devices per User (500 users) 

* 

2,500 endpoints that have OnGuard installed and connect on a daily basis 

What licenses should be installed to meet customer requirements? 

A. 11,500 Access, 500 Onboard, 2,500 Onguard 

B. 13.000 Access, 1.500 Onboard, 2,500 Onguard 

C. 11,500 Access, 1,500 Onboard, 2.500 Onguard 

D. 9,000 Access, 500 Onboard. 2.500 Onguard 

Correct Answer: C 
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