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QUESTION 1

Refer to the exhibit: Your customer configured a ClearPass server to process the Guest and Secure SSIDs
broadcasting from both Aruba and Cisco WLAN controllers When an Employee connects to Aruba or Cisco secure
SSID, the authentication hits the guest service causing the client to fail the connection to the network. What change can
be implemented to make both the secure and guest services created for Aruba and Cisco devices to work correctly? 
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A. Move the HS-Guest User Authentication with MAC Caching service to the first position. 

B. Modify the service rule matching algorithm to ALL in HS-Guest User Authentication service. 

C. Disable HS-Guest User Authentication service and move HS-Guest MAC Authentication to seventh position. 

D. Move the HS_Building Aruba 802.1x service to the second position in the service order. 
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Correct Answer: A 

 

QUESTION 2

You have integrated ClearPass Onboard with Active Directory Certificate Services (ADCS) web enrollment 

to sign the final device TLS certificates. The customer would also like to use ADCS for centralized 

management of TLS certificates including expiration, revocation, and deletion through ADCS. 

What steps will you follow to complete the requirement? 

A. Remove the EAP-TLS authentication method and add "EAP-TLS with OCSP Enabled\\' authentication method in the
OnBoard Provisioning service. No other configuration changes are required. 

B. Copy the [EAP-TLS with OSCP Enabled) authentication method and set the correct ADCS server OCSP URL,
remove EAP-TLS and map the custom created method to the Onboard Provisioning Service. 

C. Copy the default [EAP-TLS with OSCP Enabled] authentication method and update the correct ADCS server OCSP
URL. remove EAP-TLS and map the custom created method to the OnBoard Authorization Service. 

D. Edit the [EAP-TLS with OSCP Enabled) authentication method and set the correct ADCS server OCSP URL. remove
EAP-TLS and map the [EAP-TLS with OSCP Enabled) method to the Onboard Provisioning Service. 

Correct Answer: A 

 

QUESTION 3

A customer is complaining that some of the devices, in their manufacturing network, are not getting profiled while other
loT devices from the same subnet have been correctly profiled. The network switches have been configured for DHCP
IP helpers and IF-MAP has been configured on the Aruba Controllers. What can the customer do to discover those
devices as well? (Select two.) 

A. Update the Fingerprints Dictionary to the latest in case new devices have been added. 

B. Open a TAC case to help you troubleshoot the DHCP device profile functionality. 

C. Add the ClearPass Server IP as an IP helper address on the default gateway as well. 

D. Allow time for IF-MAP service on the controller to discover the new devices as well. 

E. Manually create a new device fingerprint for the devices that are not being profiled. 

Correct Answer: DE 

 

QUESTION 4

Refer to the exhibit: 
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A year ago, your customer deployed an Aruba ClearPass Policy Manager Server for a Guest SSIC hosted in an IAP
Cluster. The customer just created a new Web Login Page for the Guest SSID. Even though the previous Web Login
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page worked test with the new Web Login Page are falling and the customer has 

forwarded you the above screenshots. 

What recommendation would you give the customer to tix the issue? 

A. The service type configured is not correct. The Guest authentication should De an Application authentication type of
service. 

B. The customer should reset the password tor the username accx@exam com using Guest Manage Accounts 

C. The Address filed under the WebLogin Vendor settings is not configured correctly, it should be set to instant
arubanetworks.com 

D. The WebLogin Pre-Auth Check is set to Aruba Application Authentication which requires a separate application
service on the policy manager 

Correct Answer: A 

 

QUESTION 5

Refer to the exhibit: 
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The customer configured an 802.1x service with different enforcement actions for personal and corporate 

laptops. The corporate laptops are always being redirected to the BYOD Portal. The customer has sent 

you the above screenshots. 

How would you resolve the issue? (Select two) 

A. Modify the enforcement policy and change the rule evaluation algorithm to select first match 

B. Modify the enforcement policy and re-order the condition with posture not_equals to healthy as the sixth condition 

C. Modify the enforcement policy and re-order the EAP-PEAP with [user authenticated] rule to the last condition. 

D. Modify the enforcement policy and re-order the condition with Posture - Unknown as the fifth condition 

E. Remove the EAP-PEAP with [user authenticated] condition for Onboard and create another service 

Correct Answer: CD 
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