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QUESTION 1

Which ClearPass feature assesses endpoint context and client device type?
A. Profiling

B. Captive Portal

C. Onboard

D. Posture

Correct Answer: A

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.7/Aruba_DeployGd_HTML/Content/About%20ClearP
ass/About_ClearPass.htm

QUESTION 2
An organization has configured guest self-registration with internal sponsorship.

Which options can be configured to send guest users their credentials outside of the initial login web-page? (Choose
two.)

A. Configure a Simple Mail Transport Protocol (SMTP) server in ClearPass Policy Manager administration.

B. Configure a Simple Mail Transport Protocol (SMTP) server in ClearPass Guest administration.

C. Configure a Short Message Service (SMS) Gateway in ClearPass Policy Manager administration.

D. Configure a Short Message Service (SMS) Gateway under ClearPass Guest configuration.

E. Configure the self-registration page for the guest to receive a Simple Mail Transport Protocol (SMTP) receipt.
Correct Answer: AE

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.7/Guest/PDFs/Guest_User_Guide.pdf

QUESTION 3

Which must be taken into account if a customer wants to use the DHCP collector with 802.1X authentication?

A. When a client sends an authentication request to ClearPass, the profiler will also gather DHCP information.

B. Because DHCP fingerprinted is a Layer-3 function, it cannot be used with an 802.1X authentication service.

C. The client needs to connect to an open network first to be profiled, then shifted to the secure 802.1x network.

D. The client needs to be granted limited access before the enforcement policy can take into account the device type.

Correct Answer: A
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QUESTION 4

What is a function of the posture token in ClearPass OnGuard? (Choose two.)
A. Identifies clients that are not security compliant.

B. Initiates the Auto-Remediation process.

C. Indicates the Health Status of the Client.

D. Denies access to unhealthy clients.

E. Controls access to network resources.

Correct Answer: CD

Reference: https://docplayer.net/18755148-Clearpass-onguard-configuration-guide.html (3)

QUESTION 5

Which configuration options are necessary to add a Network Access Device into the ClearPass Policy Manager?
(Choose two.)

A. HTTPS certificate

B. ClearPass Admin Password
C. CLI Console Password

D. NAD IP Address

E. Shared Secret

Correct Answer: DE
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