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QUESTION 1

When using Guest Authentication with MAC Caching service template, which statements are true? (Choose two.)
A. The guest authentication is provided better security than without using MAC caching.

B. The endpoint status of the client will be treated as "known" the first time the client associates to the network.
C. Which wireless SSID and wireless controller must be indicated when configuring the template.

D. The client will be required to re-enter their credentials even if still within the MAC-Auth Expiry term.

Correct Answer: AC

QUESTION 2

ClearPass receives fingerprinting profile data for a client device that is based on MAC OUI, NMAP, DHCP, and
OnGuard. Which fingerprint or fingerprints are used?

A. NMAP because it is actively obtained

B. The last fingerprint gathered

C. OnGuard because it is application based
D. All fingerprints are applied

Correct Answer: A

Reference: https://www.catelsys.eu/images/Catelsys/images/2017/04/0-Notices-
ClearPass_Policy_Manager_User_Guide-1.pdf

QUESTION 3

Which actions are necessary to set up a ClearPass guest captive portal web login page to execute with no errors?
(Choose two.)

A. Configure the vendor settings in the Web Login page to match the Network Access Device (NAD).
B. Install a publicly signed HTTPS certificate in ClearPass and the Network Access Device (NAD).
C. Install an enterprise Certificate Authority (CA) signed HTTPS certificate in the Network Access Device (NAD).

D. Install an enterprise Certificate Authority (CA) signed HTTPS certificate in ClearPass and the Network Access Device
(NAD).

E. Configure the vendor settings in the Network Access Device (NAD) to match the web login page.

Correct Answer: BE
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QUESTION 4
What are benefits of using Network Device Groups in ClearPass? (Choose two.)
A. Network Access Devices (NADs) only require Aruba factory installed certificates to join a Network Device Group.

B. Allows Service selection rules to match based upon which Network Device Group the Network Access Device (NAD)
belongs to.

C. A Network Access Device is must be discovered by ClearPass prior to be added to a Network Device Group.
D. Another way to add a customizable "attribute" field to reference when processing authentication requests.

E. Can apply to both Network Access Devices (NADs) as well as client machines as a way to filter authentication
requests.

Correct Answer: AD

QUESTION 5

Sponsorship has been enabled on the guest network. A guest user connects and completes the self-registration form
indicating a valid sponsor. The guest then clicks submit.

What is the current state of the guest account?
A. The guest account is created in an enabled state with the "Log In" button functional.

B. The guest account is created in disabled state, the "Log In" button will appear only after the sponsor approval
process is completed.

C. The guest account is created in a disabled state with the "Log In" button grayed out.
D. The guest account is not yet created and remains in a disabled state. There is not "Log In" button yet displayed.

Correct Answer: B
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