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QUESTION 1

What is a good collector type used for ClearPass to discover devices with static IP addresses?
A. DHCP Collectors

B. ClearPass Air Monitors

C. Active Collectors

D. Network Functions

Correct Answer: D

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.7/PolicyManager/Content/CPPM_UserGuide/PolicyP
rofile/Collectors.htm

QUESTION 2

Which Authorization Source support device profile enforcement?
A. OnGuard Repository

B. Local user Repository

C. Guest User Repository

D. Endpoint Repository

Correct Answer: B

QUESTION 3

Refer to the exhibit.
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Summary Service Authentication R.NUGIGEIGLE Roles  Enforcement

Authorization Details:  Aythorization sources from which role mapping attributes are fc

Authentication Source

1. [Endpoints Repository] [Local SQL DB]

Additional authorization sources from which to fetch role-mapp

[Time Source] [Local SQL DB] *l  Remove
[Guest User Repository] [Local SQL DB] l View Details
Ll Modify |
[ --Select to Add-- v)

When creating a new ClearPass Service, the [Time Source] has been added as an authorization source. What time
source is ClearPass referencing?

A. the ClearPass server where Insight Master has been enabled

B. the local clock of the ClearPass server doing the authentication

C. the local time setting found on the authenticating client machine

D. the NTP (Network Time Protocol) source indicated in the Cluster settings

Correct Answer: C

QUESTION 4

Which option supports DHCP profiling for devices in a network?

A. configuring ClearPass as a DHCP relay for the client

B. DHCP profiling is enabled on ClearPass by default; configuration of the network access devices is not necessary
C. enabling the DHCP server to profile endpoints and forward meta-data to ClearPass

D. enabling DHCP relay on our network access devices so DHCP requests are forwarded to ClearPass

Correct Answer: A

QUESTION 5
What is an effect of the Cache Timeout setting on the authentication source settings for Active Directory?

A. ClearPass will validate the user credentials, then, for the duration of the cache, ClearPass will just fetch account
attributes.
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B. The Cache Timeout is designed to reduce the amount of traffic between ClearPass and the A/D server by caching
the attributes.

C. ClearPass will validate the user credentials on the first attempt, then will always fetch the account attributes.

D. The Cache Timeout is designed to reduce the amount of traffic between ClearPass and the A/D server by caching
the credentials.

Correct Answer: B

Reference: https://community.arubanetworks.com/blogs/arunkumar1/2020/10/20/what-is-the-difference-between-
authentication-cache-timeout-and-machine-authentication-cache-timeout
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