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QUESTION 1

A user learns of an operating system vulnerability that would allow a hacker to access the computer. The user would like
to keep the operating system up to date to prevent such vulnerabilities from occurring.

Which of the following should the user configure?
A. Additional OS features

B. Automatic updates

C. Software firewall

D. Anti-malware software

Correct Answer: B

QUESTION 2

Which of the following can a user configure on an operating system so that an audible sound is made when an error
message is displayed?

A. Encryption

B. Hot keys

C. Accessibility options
D. Screen captures

Correct Answer: C

QUESTION 3

Which of the following is the function of a CPU?
A. Encrypts data for remote transmission

B. Performs data computation

C. Supplies electricity to components

D. Provides storage location for files

Correct Answer: B

QUESTION 4
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Multiple laptops that contain confidential data are stolen from a company. Which of the following is a likely policy change
resulting from this incident?

A. Enabling full disk encryption

B. Requiring screensaver password
C. Disabling Bluetooth adapters

D. Adding multifactor authentication

Correct Answer: A

QUESTION 5

Which of the following security threats occurs when a user receives an email from an illegitimate source asking for login
information?

A. Hacking
B. Phishing
C. Spam

D. Cracking

Correct Answer: B
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