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QUESTION 1

The handling of security incidents is done by the incident management process under guidelines of information security
management. These guidelines call for several types of mitigation plans.

Which mitigation plan covers short-term recovery after a security incident has occurred?
A. The Business Continuity Plan (BCP)

B. The disaster recovery plan

C. The incident response plan

D. The risk treatment plan

Correct Answer: C

QUESTION 2

A protocol to investigate fraud by employees is being designed. Which measure can be part of this protocol?
A. Seize and investigate the private laptop of the employee

B. Investigate the contents of the workstation of the employee

C. Investigate the private mailbox of the employee

D. Put a phone tap on the employee\\'s business phone

Correct Answer: B

QUESTION 3

The information security manager is writing the Information Security Management System (ISMS) documentation. The
controls that are to be implemented must be described in one of the phases of the Plan-Do-Check-Act (PDCA) cycle of
the ISMS.

In which phase should these controls be described?

A. Plan

B. Do

C. Check

D. Act

Correct Answer: A
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QUESTION 4

Security monitoring is an important control measure to make sure that the required security level is maintained. In order
to realize 24/7 availability of the service, this service is outsourced to a partner in the cloud.

What should be an important control in the contract?

A. The network communication channel is secured by using encryption.

B. The third party is certified against ISO/IEC 27001.

C. The third party is certified for adhering to privacy protection controls.

D. Your IT auditor has the right to audit the external party\\'s service management processes.

Correct Answer: D

QUESTION 5

An information security officer is asked to write a retention policy for a financial system. She is aware of the fact that
some data must be kept for a long time and other data must be deleted.

Where should she look for guidelines first?
A. In company policies

B. In finance management procedures

C. In legislation

Correct Answer: C
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