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QUESTION 1

Which security item is designed to take collections of data from multiple computers? 

A. Firewall 

B. Host-Based Intrusion Detection and Prevention System (Host-Based IDPS) 

C. Network-Based Intrusion Detection and Prevention System (Network-Based IDPS) 

D. Virtual Private Network (VPN) 

Correct Answer: C 

 

QUESTION 2

An information security officer is asked to write a retention policy for a financial system. She is aware of the fact that
some data must be kept for a long time and other data must be deleted. 

Where should she look for guidelines first? 

A. In company policies 

B. In finance management procedures 

C. In legislation 

Correct Answer: C 

 

QUESTION 3

The handling of security incidents is done by the incident management process under guidelines of information security
management. These guidelines call for several types of mitigation plans. 

Which mitigation plan covers short-term recovery after a security incident has occurred? 

A. The Business Continuity Plan (BCP) 

B. The disaster recovery plan 

C. The incident response plan 

D. The risk treatment plan 

Correct Answer: C 

 

QUESTION 4

The information security architect of a large service provider advocates an open design of the security architecture, as
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opposed to a secret design. 

What is her main argument for this choice? 

A. Open designs are easily configured. 

B. Open designs have more functionality. 

C. Open designs are tested extensively. 

Correct Answer: C 

 

QUESTION 5

A security architect argues with the internal fire prevention team about the statement in the information 

security policy, that doors to confidential areas should be locked at all times. 

The emergency response team wants to access to those areas in case of fire. 

What is the best solution to this dilemma? 

A. The security architect will be informed when there is a fire. 

B. The doors should stay closed in case of fire to prevent access to confidential areas. 

C. The doors will automatically open in case of fire. 

Correct Answer: C 
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