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QUESTION 1

What needs to be decided prior to considering the treatment of risks? 

A. Criteria for determining whether or not the risk can be accepted 

B. How to apply appropriate controls to reduce the risks 

C. Mitigation plans 

D. The development of own guidelines 

Correct Answer: A 

 

QUESTION 2

What is a key item that must be kept in mind when designing an enterprise-wide information security program? 

A. When defining controls follow an approach and framework that is consistent with organizational culture 

B. Determine controls in the light of specific risks an organization is facing 

C. Put an enterprise-wide network and Host-Based Intrusion Detection and Prevention System (Host-Based IDPS) into
place as soon as possible 

D. Put an incident management and log file analysis program in place immediately 

Correct Answer: B 

 

QUESTION 3

A company\\'s webshop offers prospects and customers the possibility to search the catalog and place orders around
the clock. In order to satisfy the needs of both customer and business several requirements have to be met. One of the
criteria is data classification. 

What is the most important classification aspect of the unit price of an object in a 24h webshop? 

A. Confidentiality 

B. Integrity 

C. Availability 

Correct Answer: C 

 

QUESTION 4

A protocol to investigate fraud by employees is being designed. Which measure can be part of this protocol? 

ISMP Practice Test | ISMP Exam Questions | ISMP Braindumps                                2 / 3

https://www.pass2lead.com/ismp.html
https://www.pass2lead.com/ismp.html
https://www.pass2lead.com/ismp.html


https://www.pass2lead.com/ismp.html
2024 Latest pass2lead ISMP PDF and VCE dumps Download

A. Seize and investigate the private laptop of the employee 

B. Investigate the contents of the workstation of the employee 

C. Investigate the private mailbox of the employee 

D. Put a phone tap on the employee\\'s business phone 

Correct Answer: B 

 

QUESTION 5

An information security officer is asked to write a retention policy for a financial system. She is aware of the fact that
some data must be kept for a long time and other data must be deleted. 

Where should she look for guidelines first? 

A. In company policies 

B. In finance management procedures 

C. In legislation 

Correct Answer: C 
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