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QUESTION 1

A network engineer is designing a secure tunneled VPN. Which of the following protocols would be the MOST secure? 

A. IPsec 

B. SFTP 

C. BGP 

D. PPTP 

Correct Answer: A 

Layer 2 Tunneling Protocol (L2TP) came about through a partnership between Cisco and Microsoft with the intention of
providing a more secure VPN protocol. L2TP is considered to be a more secure option than PPTP, as the IPSec
protocol 

which holds more secure encryption algorithms, is utilized in conjunction with it. It also requires a pre-shared certificate
or key. L2TP\\'s strongest level of encryption makes use of 168 bit keys, 3 DES encryption algorithm and requires two 

levels of authentication. 

L2TP has a number of advantages in comparison to PPTP in terms of providing data integrity and authentication of
origin verification designed to keep hackers from compromising the system. However, the increased overhead required
to 

manage this elevated security means that it performs at a slower pace than PPTP. 

Incorrect Answers: 

B: SFTP (Secure FTP) is not a VPN tunneling protocol. It is used for transferring files using the File Transfer Protocol
over a secure connection. The connection is secured by using SSH (Secure Shell). 

C: BGP (Border Gateway Protocol) is a routing protocol, not a VPN protocol. 

D: Point-To-Point-Tunneling Protocol (PPTP) is the most popularly VPN protocol and is supported by the most devices.
PPTP stands for point to point protocol, is by far the easiest to configure and has low overhead that makes it faster than
other VPN protocols. Firewalls such as ISA Server, Cisco PIX and Sonic Wall recognize the protocol. PPTP encrypts
data using a 128- bit key which puts it in the "weakest" category of VPN protocols. 

References: http://www.maketecheasier.com/understanding-various-vpn-connections/ 

 

QUESTION 2

An information bank has been established to store contacts, phone numbers and other records. 

An application running on UNIX would like to connect to this index server using port 88. Which of the following
authentication services would this use this port by default? 

A. Kerberos 

B. TACACS+ 
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C. Radius 

D. LDAP 

Correct Answer: A 

Kerberos makes use of port 88. 

Incorrect Answers: 

B: TACACS makes use of TCP port 49 by default. 

C: RADIUS makes use of various UDP ports. 

D: LDAP makes use of port 389. 

References: http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers 

 

QUESTION 3

A security administrator must implement a system that will support and enforce the following file system access control
model: 

FILE NAME SECURITY LABEL Employees.doc Confidential Salary.xls Confidential OfficePhones.xls Unclassified
PersonalPhones.xls Restricted 

Which of the following should the security administrator implement? 

A. White and black listing 

B. SCADA system 

C. Trusted OS 

D. Version control 

Correct Answer: C 

 

QUESTION 4

A network administrator is asked to send a large file containing PII to a business associate. 

Which of the following protocols is the BEST choice to use? 

A. SSH 

B. SFTP 

C. SMTP 

D. FTP 

Correct Answer: B 
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SFTP encrypts authentication and data traffic between the client and server by making use of SSH to provide secure
FTP communications. As a result, SFTP offers protection for both the authentication traffic and the data transfer taking
place between a client and server. 

Incorrect Answers: 

A: SSH is employed by SFTP. 

C: SMTP is the email-forwarding protocol used on the Internet and intranets. 

D: Standard FTP does not provide any confidentiality protection because it sends all data in the clear. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 49, 50. 

 

QUESTION 5

How must user accounts for exiting employees be handled? 

A. Disabled, regardless of the circumstances 

B. Disabled if the employee has been terminated 

C. Deleted, regardless of the circumstances 

D. Deleted if the employee has been terminated 

Correct Answer: A 

You should always disable an employee\\'s account as soon as they leave. The employee knows the username and
password of the account and could continue to log in for potentially malicious purposes. Disabling the account will
ensure that no one can log in using that account. 

Incorrect Answers: 

B: You should always disable an employee\\'s account as soon as they leave regardless of why they are leaving. A
terminated employee might be more likely to log in for malicious purposes but should you also disable the accounts of 

employees leaving through their own choice. Disabling any unused account is always best practice. Therefore, this
answer is incorrect. 

C: There is no need to delete the account. The employee may come back to the company or a new employee may join
the company to replace the leaving employee. In this case, you could just rename the disabled account, change the 

password and re-enable the account. The new employee would then have the same access to resources as the ex-
employee. Therefore, this answer is incorrect. 

D: There is no need to delete the account. A new employee may join the company to replace the leaving employee. In
this case, you could just rename the disabled account, change the password and re-enable the account. The new 

employee would then have the same access to resources as the ex-employee. 

Therefore, this answer is incorrect. 
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