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QUESTION 1

Sara, an attacker, is recording a person typing in their ID number into a keypad to gain access to the building. Sara then
calls the helpdesk and informs them that their PIN no longer works and would like to change it. Which of the following
attacks occurred LAST? 

A. Phishing 

B. Shoulder surfing 

C. Impersonation 

D. Tailgating 

Correct Answer: C 

Two attacks took place in this question. The first attack was shoulder surfing. This was the act of Sara recording a
person typing in their ID number into a keypad to gain access to the building. The second attack was impersonation.
Sara called the helpdesk and used the PIN to impersonate the person she recorded. 

Incorrect Answers: 

A: Phishing is the act of sending an email to a user falsely claiming to be an established legitimate enterprise in an
attempt to scam the user into surrendering private information that will be used for identity theft. 

Phishing email will direct the user to visit a website where they are asked to update personal information, such as a
password, credit card, social security, or bank account numbers, that the legitimate organization already has. The
website, 

however, is bogus and set up only to steal the information the user enters on the page. 

Phishing emails are blindly sent to thousands, if not millions of recipients. By spamming large groups of people, the
"phisher" counts on the email being read by a percentage of people who actually have an account with the legitimate 

company being spoofed in the email and corresponding webpage. Phishing, also referred to as brand spoofing or
carding, is a variation on "fishing," the idea being that bait is thrown out with the hopes that while most will ignore the
bait, some 

will be tempted into biting. 

No examples of phishing occurred in this question. Therefore, this answer is incorrect. 

B: Shoulder surfing is using direct observation techniques, such as looking over someone\\'s shoulder, to get
information. Shoulder surfing is an effective way to get information in crowded places because it\\'s relatively easy to
stand next to 

someone and watch as they fill out a form, enter a PIN number at an ATM machine, or use a calling card at a public pay
phone. Shoulder surfing can also be done long distance with the aid of binoculars or other vision-enhancing devices. To 

prevent shoulder surfing, experts recommend that you shield paperwork or your keypad from view by using your body or
cupping your hand. Shoulder surfing was the first attack in this question. This was the act of Sara recording a person 

typing in their ID number into a keypad to gain access to the building. Therefore, this answer is incorrect. 

D: Just as a driver can tailgate another driver\\'s car by following too closely, in the security sense, tailgating means to
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compromise physical security by following somebody through a door meant to keep out intruders. Tailgating is actually
a 

form of social engineering, whereby someone who is not authorized to enter a particular area does so by following
closely behind someone who is authorized. 

No examples of tailgating occurred in this question. Therefore, this answer is incorrect. 

References: http://www.webopedia.com/TERM/P/phishing.html http://searchsecurity.techtarget.com/definition/shoulder-
surfing http://www.yourdictionary.com/tailgating 

 

QUESTION 2

Which of the following is the difference between identification and authentication of a user? 

A. Identification tells who the user is and authentication tells whether the user is allowed to logon to a system. 

B. Identification tells who the user is and authentication proves it. 

C. Identification proves who the user is and authentication is used to keep the users data secure. 

D. Identification proves who the user is and authentication tells the user what they are allowed to do. 

Correct Answer: B 

Identification is described as the claiming of an identity, and authentication is described as the act of verifying or proving
the claimed identity. 

Incorrect Answers: 

A, D: Permissions enforce whether a user can logon to a system, and what a user is allowed to do. 

C: Confidentiality keeps the user\\'s data secure. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, p 276. 

 

QUESTION 3

Which of the following allows Pete, a security technician, to provide the MOST secure wireless implementation? 

A. Implement WPA 

B. Disable SSID 

C. Adjust antenna placement 

D. Implement WEP 

Correct Answer: A 

Of the options supplied, WiFi Protected Access (WPA) is the most secure and is the replacement for WEP. 
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Incorrect Answers: 

B: Disabling the SSID will only hide the wireless network, and is not more secure than WPA. 

C: This will increase or decrease signal strength and availability, but will not make the network secure. 

D: WEP was replaced by WPA to offer a more secure solution. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 59- 62. 

 

QUESTION 4

Which of the following would a security administrator use to verify the integrity of a file? 

A. Time stamp 

B. MAC times 

C. File descriptor 

D. Hash 

Correct Answer: D 

Hashing refers to the hash algorithms used in cryptography. It is used to store data, such as hash tables and it is a one-
way transformation in order to validate the integrity of data. 

Incorrect Answers: 

A: Time stamp is used to check whether a certificate has expired or not. 

B: MAC times are pieces of file system metadata which record when certain events pertaining to a computer file
occurred most recently. The events are usually described as "modification" (the data in the file was modified), "access"
(some part of the file was read), and "metadata change" (the file\\'s permissions or ownership were modified) also
commonly used in forensics. 

C: File descriptor describing a file is not the same as verifying the integrity of the file. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
255, 260 

 

QUESTION 5

Matt, a security analyst, needs to implement encryption for company data and also prevent theft of company data.
Where and how should Matt meet this requirement? 

A. Matt should implement access control lists and turn on EFS. 

B. Matt should implement DLP and encrypt the company database. 
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C. Matt should install Truecrypt and encrypt the company server. 

D. Matt should install TPMs and encrypt the company database. 

Correct Answer: B 

Data loss prevention (DLP) systems monitor the contents of systems (workstations, servers, and networks) to make
sure that key content is not deleted or removed. They also monitor who is using the data (looking for unauthorized
access) and transmitting the data. Encryption is used to protect data. 

Incorrect Answers: 

A: ACLs will enable devices in your network to ignore requests from specified users or to grant them access to certain
network capabilities and EFS can also be used to help in risk mitigation. However Matt is supposed to employ
encryption and prevent theft of company data. 

C: TrueCrypt is used to encrypt hard drives and partitions. Data is software and Truecrypt is used for hardware
encryption. 

D: TPM can be used to assist with hash key generation, bu that is just it, it is hardware encryption, not data encryption
per se. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
14-18, 156, 238, 290 
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