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QUESTION 1

The Chief Security Officer (CSO) is concerned about misuse of company assets and wishes to determine who may be
responsible. Which of the following would be the BEST course of action? 

A. Create a single, shared user account for every system that is audited and logged based upon time of use. 

B. Implement a single sign-on application on equipment with sensitive data and high-profile shares. 

C. Enact a policy that employees must use their vacation time in a staggered schedule. 

D. Separate employees into teams led by a person who acts as a single point of contact for observation purposes. 

Correct Answer: C 

A policy that states employees should use their vacation time in a staggered schedule is a way of employing mandatory
vacations. A mandatory vacation policy requires all users to take time away from work while others step in and do the
work of that employee on vacation. This will afford the CSO the opportunity to see who is using the company assets
responsibly and who is abusing it. 

Incorrect Answers: 

A: A single shared user account for every system will not single out any one who might be the guilty party. You need to
see and audit individual accounts to single out the guilty party. 

B: Single sign is about having a single / one only password for all resources on a given network which will make singling
out a guilty party problematic. 

D: Separating and organizing employees into teams makes singling out a single guilty party problematic. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 25 

 

QUESTION 2

Which of the following components of an all-in-one security appliance would MOST likely be configured in order to
restrict access to peer-to-peer file sharing websites? 

A. Spam filter 

B. URL filter 

C. Content inspection 

D. Malware inspection 

Correct Answer: B 

 

QUESTION 3
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Who should be contacted FIRST in the event of a security breach? 

A. Forensics analysis team 

B. Internal auditors 

C. Incident response team 

D. Software vendors 

Correct Answer: C 

A security breach is an incident and requires a response. The incident response team would be better equipped to deal
with any incident insofar as all their procedures are concerned. Their procedures in addressing incidents are:
Preparation; Incident identification; Escalation and notification; Mitigation steps; Lessons learned; Reporting;
Recover/reconstitution procedures; First responder; Incident isolation (Quarantine; Device removal); Data breach;
Damage and loss control. 

Incorrect Answers: 

A: A forensics analysis involves the evidence found in computers and on digital storage media and incident response
encompasses forensics and refers to the process of identifying, investigating, repairing, documenting, and adjusting
procedures to prevent another incident. 

B: Internal auditing is part of the job description of the incident response team when they perform their documenting and
recording of the costs involved addressing the incident. 

D: Software vendors are only contacted when the incident response team deems it necessary. Thus the first contact in
the event of a security breach is the incident response team. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
429, 446 

 

QUESTION 4

A user has received an email from an external source which asks for details on the company\\'s new product line set for
release in one month. The user has a detailed spec sheet but it is marked "Internal Proprietary Information". Which of
the following should the user do NEXT? 

A. Contact their manager and request guidance on how to best move forward 

B. Contact the help desk and/or incident response team to determine next steps 

C. Provide the requestor with the email information since it will be released soon anyway 

D. Reply back to the requestor to gain their contact information and call them 

Correct Answer: B 

This is an incident that has to be responded to by the person who discovered it- in this case the user. An incident is any
attempt to violate a security policy, a successful penetration, a compromise of a system, or any unauthorized access to
information. It\\'s important that an incident response policy establish at least the following items: Outside agencies that
should be contacted or notified in case of an incident Resources used to deal with an incident Procedures to gather and
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secure evidence List of information that should be collected about an incident Outside experts who can be used to
address issues if needed Policies and guidelines regarding how to handle an incident 

Since the spec sheet has been marked Internal Proprietary Information the user should refer the incident to the incident
response team. 

Incorrect Answers: 

A: The manager may or may not be part of the incident response team. 

C: The information has been marked Internal Proprietary Information and providing the information to the requestor
would be in violation to the company. 

D: You should have the incident response team handle the situation rather than addressing the issue yourself. 

References: 

Du Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
444-447 

 

QUESTION 5

Each server on a subnet is configured to only allow SSH access from the administrator\\'s workstation. Which of the
following BEST describes this implementation? 

A. Host-based firewalls 

B. Network firewalls 

C. Network proxy 

D. Host intrusion prevention 

Correct Answer: A 

A host-based firewall is installed on a client system and is used to protect the client system from the activities of the user
as well as from communication from the network or Internet. These firewalls manage network traffic using filters to block
certain ports and protocols while allowing others to pass through the system. 

Incorrect Answers: 

B: A network firewall protects the entire network from an untrusted public network, such as the Internet by filtering
network traffic. It does not filter network traffic on the internal network. 

C: A network proxy is used to protect the local network from external attacks by hiding the IP configuration of the
internal clients. It does not filter network traffic. 

D: A host-based IPS (HIPS) is an intrusion detection and prevention system that runs as a service on a host computer
system. It is used to monitor the machine logs, system events, and application activity for signs of intrusion. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
111-112, 116-117 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 11, 13-16 
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