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QUESTION 1

A security administrator forgets their card to access the server room. The administrator asks a coworker if they could
use their card for the day. Which of the following is the administrator using to gain access to the server room? 

A. Man-in-the-middle 

B. Tailgating 

C. Impersonation 

D. Spoofing 

Correct Answer: C 

Impersonation is where a person, computer, software application or service pretends to be someone or something it\\'s
not. Impersonation is commonly non- maliciously used in client/server applications. However, it can also be used as a
security threat. 

In this question, by using the coworker\\'s card, the security administrator is `impersonating\\' the coworker. The server
room locking system and any logging systems will `think\\' that the coworker has entered the server room. 

Incorrect Answers: 

A: In cryptography and computer security, a man-in-the-middle attack is an attack where the attacker secretly relays and
possibly alters the communication between two parties who believe they are directly communicating with each other. 

One example is active eavesdropping, in which the attacker makes independent connections with the victims and relays
messages between them to make them believe they are talking directly to each other over a private connection, when
in 

fact the entire conversation is controlled by the attacker. The attacker must be able to intercept all relevant messages
passing between the two victims and inject new ones. This is straightforward in many circumstances; for example, an 

attacker within reception range of an unencrypted Wi-Fi wireless access point, can insert himself as a man-in-the-
middle. This is not what is described in this question. Therefore, this answer is incorrect. 

B: Just as a driver can tailgate another driver\\'s car by following too closely, in the security sense, tailgating means to
compromise physical security by following somebody through a door meant to keep out intruders. Tailgating is actually
a 

form of social engineering, whereby someone who is not authorized to enter a particular area does so by following
closely behind someone who is authorized. If the security administrator had followed the co-worker into the server room,
that 

would be an example of tailgating. However, borrowing the co-worker\\'s card is not tailgating. 

Therefore, this answer is incorrect. 

D: There are several kinds of spoofing including email, caller ID, MAC address, and uniform resource locator (URL)
spoof attacks. All types of spoofing are designed to imitate something or someone. 

Email spoofing (or phishing), used by dishonest advertisers and outright thieves, occurs when email is sent with falsified
"From:" entry to try and trick victims that the message is from a friend, their bank, or some other legitimate source. Any 
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email that claims it requires your password or any personal information could be a trick. If the security administrator had
created a card the same as the co-worker\\'s card, that could be an example of spoofing. However, borrowing the
coworker\\'s card is not spoofing. Therefore, this answer is incorrect. 

References: http://en.wikipedia.org/wiki/Man-in-the-middle_attack http://www.yourdictionary.com/tailgating 

 

QUESTION 2

A small company has a website that provides online customer support. The company requires an account recovery
process so that customers who forget their passwords can regain access. 

Which of the following is the BEST approach to implement this process? 

A. Replace passwords with hardware tokens which provide two-factor authentication to the online customer support
site. 

B. Require the customer to physically come into the company\\'s main office so that the customer can be authenticated
prior to their password being reset. 

C. Web-based form that identifies customer by another mechanism and then emails the customer their forgotten
password. 

D. Web-based form that identifies customer by another mechanism, sets a temporary password and forces a password
change upon first login. 

Correct Answer: D 

People tend to forget their passwords, thus you should have a password recovery system for them that will not increase
risk exposure. Setting a temporary password will restrict the time that the password is valid and thus decrease risk; and
in addition forcing the customer to change it upon first login will make the password more secure for the customer. 

Incorrect Answers: 

A: Two-factor authentication is a security process in which the user provides two means of identification, one of which is
typically a physical token, such as a card, and the other of which is typically something memorized, such as a security 

code. But in this case the problem stems from a forgotten password. 

B: Requiring customers to physically come in to the company\\'s main office is not a viable option what if the customer is
on a different continent? 

C: Emailing customers their forgotten password is risky as the email can be intercepted, a forgotten password is best
being eliminated from the system as a forgotten password if still active can compromise your business as well as your 

customers. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp.
139, 142 

 

QUESTION 3
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Identifying residual risk is MOST important to which of the following concepts? 

A. Risk deterrence 

B. Risk acceptance 

C. Risk mitigation 

D. Risk avoidance 

Correct Answer: B 

Risk acceptance is often the choice you must make when the cost of implementing any of the other four choices
exceeds the value of the harm that would occur if the risk came to fruition. To truly qualify as acceptance, it cannot be a
risk where the administrator or manager is unaware of its existence; it has to be an identified risk for which those
involved understand the potential cost or damage and agree to accept it. Residual risk is always present and will remain
a risk thus it should be accepted (risk acceptance) 

Incorrect Answers: 

A: Risk deterrence involves understanding something about the enemy and letting them know the harm that can come
their way if they cause harm to you. 

C: Risk mitigation is accomplished any time you take steps to reduce risk. This category includes installing antivirus
software, educating users about possible threats, monitoring network traffic, adding a firewall, and so on. 

D: Risk Avoidance is the opposite of risk acceptance and involves identifying a risk and making the decision not to
engage any longer in the actions associated with that risk. 

References: 

D Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
3, 9, 10 

 

QUESTION 4

Which of the following devices would be the MOST efficient way to filter external websites for staff on an internal
network? 

A. Protocol analyzer 

B. Switch 

C. Proxy 

D. Router 

Correct Answer: C 

 

QUESTION 5

Which of the following encompasses application patch management? 
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A. Configuration management 

B. Policy management 

C. Cross-site request forgery 

D. Fuzzing 

Correct Answer: A 

Patch management is the process of maintaining the latest source code for applications and operating systems by
applying the latest vendor updates. This helps protect a systems from newly discovered attacks and vulnerabilities. A
part of patch management is testing the effects of vendor updates on a test system first to ensure that the updates do
not have detrimental effects on the system and its configuration, and, should the updates have no detrimental effects on
the test systems, backing up the production systems before applying the updates on a production system. 

Incorrect Answers: 

B: Policy management is the use of policies to form guidelines for the management of entities within an organization.
These policies need to be enforced. 

C: XSRF or cross-site request forgery applies to web applications and is an attack that exploits the web application\\'s
trust of a user who known or is supposed to have been authenticated. This is often accomplished without the user\\'s 

knowledge. XSRF is not related to patch management. 

D: Fuzzing is a software testing technique that involves providing invalid, unexpected, or random data to as inputs to a
computer program. The program is then monitored for exceptions such as crashes, or failed validation, or memory
leaks. 

References: 

http://en.wikipedia.org/wiki/Fuzz_testing 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
218, 220 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 229, 231-232 
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