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QUESTION 1

Connections using point-to-point protocol authenticate using which of the following? (Select TWO). 

A. RIPEMD 

B. PAP 

C. CHAP 

D. RC4 

E. Kerberos 

Correct Answer: BC 

B: A password authentication protocol (PAP) is an authentication protocol that uses a password. PAP is used by Point
to Point Protocol to validate users before allowing them access to server resources. 

C: CHAP is an authentication scheme used by Point to Point Protocol (PPP) servers to validate the identity of remote
clients. CHAP periodically verifies the identity of the client by using a three-way handshake. 

Incorrect Answers: 

A: RIPEMD (RACE Integrity Primitives Evaluation Message Digest) is a family of cryptographic hash functions. RIPEMD
is not used for point-to-point protocol authentication. 

D: RC4 is not used for point-to-point protocol authentication. RC4 (Rivest Cipher 4) is the most widely used software
stream cipher and is used in popular Internet protocols such as Transport Layer Security (TLS). 

E: Kerberos is primarily at aimed a clientserver model, not at point-to-point connections, and it provides mutual
authentication--both the user and the server verify each other\\'s identity. It works on the basis of \\'tickets\\' to allow
nodes communicating over a non-secure network to prove their identity to one another in a secure manner. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
139, 147-148, 251, 255 

 

QUESTION 2

What is the term for the process of luring someone in (usually done by an enforcement officer or a government agent)? 

A. Enticement 

B. Entrapment 

C. Deceit 

D. Sting 

Correct Answer: A 
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Enticement is the process of luring someone into your plan or trap. 

Incorrect Answers: 

B: Entrapment is the process in which a law enforcement officer or a government agent encourages or induces a person
to commit a crime when the potential criminal expresses a desire not to go ahead. Entrapment is a valid legal defense in
a criminal prosecution. 

C: Deceit is an act to propagate beliefs of things that are not true. 

D: According to Wikipedia a sting is a deceptive operation designed to catch a person committing a crime. Almost akin
to setting a honey trap. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 65
http://en.wikipedia.org/wiki/Sting_operation 

 

QUESTION 3

Results from a vulnerability analysis indicate that all enabled virtual terminals on a router can be accessed using the
same password. The company\\'s network device security policy mandates that at least one virtual terminal have a
different password than the other virtual terminals. Which of the following sets of commands would meet this
requirement? 

A. line vty 0 6 P@s5W0Rd password line vty 7 Qwer++!Y password 

B. line console 0 password password line vty 0 4 password P@s5W0Rd 

C. line vty 0 3 password Qwer++!Y line vty 4 password P@s5W0Rd 

D. line vty 0 3 password Qwer++!Y line console 0 password P@s5W0Rd 

Correct Answer: C 

The VTY lines are the Virtual Terminal lines of the router, used solely to control inbound Telnet connections. They are
virtual, in the sense that they are a function of software - there is no hardware associated with them. 

Two numbers follow the keyword VTY because there is more than one VTY line for router access. The default number
of lines is five on many Cisco routers. Here, I\\'m configuring one password for all terminal (VTY) lines. I can specify the 

actual terminal or VTY line numbers as a range. The syntax that you\\'ll see most often, vty 0 4, covers all five terminal
access lines. 

Incorrect Answers: 

A: The number 6 is highly unlikely to be used since the default number of lines is 5 on most Cisco routers. 

B: Using a 0 vty means that there are no passwords. 

D: The command will not yield a different password for the virtual terminal. 

References: 

http://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-software-releases-110/45843- configpasswords.html
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http://www.techrepublic.com/article/basic-access-security-for-cisco-network-devices/ 

 

QUESTION 4

The network security engineer just deployed an IDS on the network, but the Chief Technical Officer (CTO) has concerns
that the device is only able to detect known anomalies. Which of the following types of IDS has been deployed? 

A. Signature Based IDS 

B. Heuristic IDS 

C. Behavior Based IDS 

D. Anomaly Based IDS 

Correct Answer: A 

A signature based IDS will monitor packets on the network and compare them against a database of signatures or
attributes from known malicious threats. 

Incorrect Answers: 

B, C: The technique used by anomaly-based IDS/IPS systems is also referred as network behavior analysis or
heuristics analysis. 

D: An IDS which is anomaly based will monitor network traffic and compare it against an established baseline. The
baseline will identify what is "normal" for that network- what sort of bandwidth is generally used, what protocols are
used, what ports and devices generally connect to each other- and alert the administrator or user when traffic is
detected which is anomalous, or significantly different, than the baseline. 

References: 

https://technet.microsoft.com/en-us/library/dd277353.aspx
http://en.wikipedia.org/wiki/Intrusion_detection_system#Signature-based_IDS http://en.wikipedia.org/
wiki/Intrusion_detection_system#Statistical_anomaly-based_IDS 

 

QUESTION 5

The security administrator has been tasked to update all the access points to provide a more secure connection. All
access points currently use WPA TKIP for encryption. Which of the following would be configured to provide more
secure connections? 

A. WEP 

B. WPA2 CCMP 

C. Disable SSID broadcast and increase power levels 

D. MAC filtering 

Correct Answer: B 

CCMP makes use of 128-bit AES encryption with a 48-bit initialization vector. This initialization vector makes cracking a
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bit more difficult. 

Incorrect Answers: 

A: WEP is not a secure encryption protocol. 

C: This will only cloak the network, and increase the signal strength. 

D: MAC filtering is vulnerable to spoof attacks. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
172, 178. 
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