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QUESTION 1

A user receives the following message when attempting to sign in to https://myapps.microsoft.com: 

"Your sign-in was blocked. We\\'ve detected something unusual about this sign-in. For example, you might be signing in
from a new location, device, or app. Before you can continue, we need to verify your identity. Please contact your
admin." 

Which configuration prevents the users from signing in? 

A. Security and Compliance supervision policies 

B. Security and Compliance data loss prevention (DLP) policies 

C. Microsoft Azure Active Directory (Azure AD) conditional access policies 

D. Microsoft Azure Active Directory (Azure AD) Identity Protection policies 

Correct Answer: C 

The user is being blocked due to a `risky sign-in\\'. This can be caused by the user logging in from a device that hasn\\'t
been used to sign in before or from an unknown location. Integration with Azure AD Identity Protection allows
Conditional Access policies to identify risky sign-in behavior. Policies can then force users to perform password changes
or multi-factor authentication to reduce their risk level or be blocked from access until an administrator takes manual
action. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview 

 

QUESTION 2

You need to ensure that users can initiate private conversations with HRBot. The solution must meet the technical
requirements for HRApp. How should you configure the HRApp manifest? 

A. In the tots section, change the scopes collection value from teams to personal. 

B. In the dots section, add personal to the scopes collection. 

C. In the staticTaes section, add perioral to the scopes collection. 

D. In the conf igur»bl«Tabs section, add groupchat to the scopes collection. 

Correct Answer: D 

 

 

QUESTION 3

You network contains an on-premises Active Directory domain named contoso.com. The domain contains a Microsoft
Exchange Server 2019 organization. 

You plan to sync the domain to Azure Active Directory (Azure AD) and to enable device writeback and group writeback. 
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You need to identify which group types will sync from Azure AD. 

Which two group types should you identify? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. an Office 365 group that uses the Assigned membership type 

B. a security group that uses the Dynamic Device membership type 

C. an Office 365 group that uses the Dynamic User membership type 

D. a security group that uses the Assigned membership type 

E. a security group that uses the Dynamic User membership type 

Correct Answer: AC 

Group writeback allows you to write cloud groups back to your on-premises Active Directory instance by using Azure
Active Directory (Azure AD) Connect sync. You can use this feature to manage groups in the cloud, while controlling
access 

to on-premises applications and resources. 

Group writeback enables the following capabilities: 

You can write back Microsoft 365 groups as distribution groups, security groups, or mail-enabled security groups. 

You can write back Azure AD security groups as security groups. 

All groups are written back with a group scope of Universal. 

You can write back groups that have assigned and dynamic memberships. 

You can configure directory settings to control whether newly created Microsoft 365 groups are written back by default. 

Etc. 

Note: Discover the current writeback settings for existing Microsoft 365 groups 

To view the existing writeback settings on Microsoft 365 groups in the portal, go to each group and select its properties. 

Reference: 

Reference: https://learn.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-group-writeback-v2 

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-preview 

 

QUESTION 4

Your network contains an Active Directory domain and a Microsoft Azure Active Directory (Azure AD) tenant. 

The network uses a firewall that contains a list of allowed outbound domains. 

You begin to implement directory synchronization. 
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You discover that the firewall configuration contains only the following domain names in the list of allowed domains: 

1.

 *.microsoft.com 

2.

 *.office.com 

Directory synchronization fails. 

You need to ensure that directory synchronization completes successfully. 

What is the best approach to achieve the goal? More than one answer choice may achieve the goal. Select the BEST
answer. 

A. From the firewall, allow the IP address range of the Azure data center for outbound communication. 

B. From Azure AD Connect, modify the Customize synchronization options task. 

C. Deploy an Azure AD Connect sync server in staging mode. 

D. From the firewall, create a list of allowed inbound domains. 

E. From the firewall, modify the list of allowed outbound domains. 

Correct Answer: E 

Azure AD Connect needs to be able to connect to various Microsoft domains such as login.microsoftonline.com.
Therefore, you need to modify the list of allowed outbound domains on the firewall. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-ports 

 

QUESTION 5

You have a backend service that will access the Microsoft Graph API. The backend service is hosted on- premises. You
need to configure the service to authenticate by using the most secure authentication method. What should you
configure the service to use? 

A. a client secret 

B. a certificate 

C. a hash 

D. a shared key 

Correct Answer: B 
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