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QUESTION 1

Which of the following is the unit used to transfer information at Layer 2 of the OSI model? 

A. Packet 

B. Socket 

C. Session 

D. Frame 

Correct Answer: D 

 

QUESTION 2

Patches have just need released by a third-party vendor to resolve a major vulnerability. There are over 100 critical
devices that need to be updated. Which of the following actions should be taken to ensure the patch is installed with
minimal downtime? 

A. Test the patch in a lab environment and then install it in the production network during the next scheduled
maintenance: 

B. Download and install all patches in the production network during the next scheduled maintenance period. 

C. Configure end points to automatically download and install the patches. 

D. Deploy the patch in a lab environment and immediately install it in the production environment. 

Correct Answer: D 

 

QUESTION 3

Which of the following is the number of bits there are in 1024 bytes? 

A. 512b 

B. 4096b 

C. 8000b 

D. 8192b 

Correct Answer: D 

 

QUESTION 4

Several users are reporting connectivity issues with their laptops. Upon further investigation, the network technician
identifies that their laptops have been attacked from a specific IP address outside of the network. Which of the following
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would need to be configured to prevent any further attacks from that IP address? 

A. Port security 

B. IDS 

C. Firewall rules 

D. Switch VLAN assignments 

Correct Answer: C 

Explanation: Firewall rules block or allow specific traffic passing through from one side of the router to the other.
Inbound rules (WAN to LAN) restrict access by outsiders to private resources, selectively allowing only specific outside
users to access specific resources. Outbound rules (LAN to WAN) determine what outside resources local users can
have access to. 

 

QUESTION 5

The RAID controller on a server failed and was replaced with a different brand. Which of the following will be needed
after the server has been rebuilt and joined to the domain? 

A. Vendor documentation 

B. Recent backups 

C. Physical IP address 

D. Physical network diagram 

Correct Answer: B 

If the RAID controller fails and is replaced with a RAID controller with a different brand the RAID will break. We would
have to rebuild a new RAID disk, access and restore the most recent backup to the new RAID disk. 

Note: RAID controlleris a hardware device or software program used to manage hard disk drives (HDDs) or solid-state
drives (SSDs) in a computer or storage array so they work as a logical unit. In hardware-based RAID, a physical
controller 

is used to manage the RAID array. 
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