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QUESTION 1

A network administrator is redesigning network security after an attack. During the attack, an attacker used open cubicle
location to attach devices to the network. The administrator wants to be able to monitor future attack in a safe
environment and determine the method of attack. Which of the following should the administrator do to Best meet this
requirement? 

A. Create a VLAN for the unused ports and create a honeypot on the VLAN. 

B. Install a BPDU guard on switchports and enable STP 

C. Create a DMZ for public server and secure a segment for the internal network 

D. Install antivirus software and set an ACL on the servers. 

Correct Answer: A 

 

QUESTION 2

A network administrator frequency needs to assist users with troubleshooting network hardware remotely, but the users
are non-technical and unfamiliar with network devices. Which of the following would BEST help the administrator and
users during hands-on troubleshooting? 

A. Logical diagrams 

B. MDF documentation 

C. Equipment labeling 

D. Standard operating procedures 

Correct Answer: D 

 

QUESTION 3

At which of the following layers of the OSI model would TCP/UDP operate? 

A. Layer 3 

B. Layer 4 

C. Layer 5 

D. Layer 6 

Correct Answer: B 

 

QUESTION 4
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Devices on a network will need to obtain DHCP leases from a server on a different network. Which of the following must
the engineer Implement for DHCP to forward requests to the designated server? 

A. Trunking 

B. A forward lookup zone 

C. A proxy server 

D. An IP helper 

Correct Answer: A 

 

QUESTION 5

A server in a LAN was configured to act as a gateway between all company computers and an external network. Which
of the following network devices offers the ability to increase both performance and security? 

A. Load balancer 

B. IDS 

C. Proxy server 

D. Wireless controller 

Correct Answer: C 
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