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QUESTION 1

Which of the following security mechanisms dynamically assigns a Layer 2 address and restricts traffic only to that
Layer 2 address? 

A. Sticky MAC 

B. 802.1x 

C. ACL 

D. NAC 

Correct Answer: A 

 

QUESTION 2

Which of the following is networking stand-alone hardware that will permit any WiFi-compliant device to connect to a
network? 

A. Wireless hub 

B. Wireless firewall 

C. Wireless access point 

D. Wireless bridge 

Correct Answer: C 

 

QUESTION 3

A network analyst is troubleshooting a connectivity issue between switch A and switch B. The switches are configured
with the following subnets: 

Clients in VLANs 10 and 16 can communicate between switch A and switch B, but clients in VLAN 13 can communicate
only with other clients on the same switch. Which of the following is the MOST likely cause? 

A. 802.1Q mismatch 
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B. Performance bottleneck 

C. Incorrect netmask 

D. Port security 

Correct Answer: A 

 

QUESTION 4

A switch vendor recently released a patch to fix a critical vulnerability found in its switch OS. Which of the following
should a network administrator do NEXT according to best practices? 

A. Test the patch in a test environment. 

B. Put the patch into production immediately. 

C. Put the patch into production with a rollback plan. 

D. Choose a single production switch and pilot the patch. 

E. Put the patch into production at the next maintenance window. 

Correct Answer: A 

 

QUESTION 5

A network technician receives a new firmware update for a network device. The technician wants to ensure the file has
not been tampered with. Which of the following techniques should the technician use to ensure the integrity of the file? 

A. Cyclic redundancy check 

B. System integrity check 

C. Hash comparison 

D. Root guard 

Correct Answer: C 
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