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QUESTION 1

A network technician is configuring a firewall access list to secure incoming connections to an email server. The internal
address of this email server is 192.168.1.143. The firewall should allow external email servers to send email to the email
server. The email server also supports client access via a web browser. Only secure protocols should be used, and only
the necessary ports should be open. Which of the following ACL rules should be configured in the firewall\\'s WAN port?
(Choose two.) 

A. Permit 192.168.1.143.25 

B. Permit 192.168.1.143.80 

C. Permit 192.168.1.143.110 

D. Permit 192.168.1.143.143 

E. Permit 192.168.1.143.443 

F. Permit 192.168.1.143.587 

Correct Answer: EF 

 

QUESTION 2

A technician needs to limit the amount of broadcast traffic on a network and allow different segments to communicate
with each other. Which of the following options would satisfy these requirements? 

A. Add a router and enable OSPF. 

B. Add a layer 3 switch and create a VLAN. 

C. Add a bridge between two switches. 

D. Add a firewall and implement proper ACL. 

Correct Answer: B 

 

QUESTION 3

A network administrator is installing a new IDS device that will collect logs and alert the administrator of breaches. 

The network infrastructure includes a modern, a firewall, and core and access switches. 

The modem is ISP provided and only forwards packets from the data circuit. 

The firewall handles stateful packet inspection, the ACL, and application layer filtering. 

Which of the following describes where the administrator should install the IDS device on the network to collect the
MOST relevant information? 

A. In front of the modem and firewall 
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B. Between the modem and firewall 

C. Behind the firewall on the core switch 

D. After the access switch 

Correct Answer: A 

 

 

QUESTION 4

A company has decided to allow certain users to work remotely by opening up a VPN connection through the firewall.
The security policy has been updated to allow VPN connections only from certain users and to specific areas on the
network. Along with configuring the correct policies on the firewall, which of the following also needs to be configured on
users\\' mobile devices to allow these VPN connections? 

A. VNC application 

B. Kerberos 

C. Geotagging application 

D. Credentials 

Correct Answer: D 

 

QUESTION 5

A forensic first responder arrives at the scene where an employee is suspected to have committed a computer-based
crime. Which of the following should the first responder do FIRST? 

A. Document the scene 

B. Take pictures upon arrival 

C. Secure the area 

D. Implement chain of custody 

Correct Answer: C 
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