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QUESTION 1

Which statements correctly describe transparent mode operation? (Choose three.) 

A. All interfaces of the transparent mode FortiGate device must be on different IP subnets. 

B. The transparent FortiGate is visible to network hosts in an IP traceroute. 

C. It permits inline traffic inspection and firewalling without changing the IP scheme of the network. 

D. Ethernet packets are forwarded based on destination MAC addresses, not IP addresses. 

E. The FortiGate acts as transparent bridge and forwards traffic at Layer-2. 

Correct Answer: CDE 

 

QUESTION 2

Each UTM feature has configurable UTM objects such as sensors, profiles or lists that define how the feature will
function. How are UTM features applied to traffic? 

A. One or more UTM features are enabled in a firewall policy. 

B. In the system configuration for that UTM feature, you can identify the policies to which the feature is to be applied. 

C. Enable the appropriate UTM objects and identify one of them as the default. 

D. For each UTM object, identify which policy will use it. 

Correct Answer: A 

 

QUESTION 3

Which of the following actions can be used with the FortiGuard quota feature? (Choose three.) 

A. Allow 

B. Block 

C. Monitor 

D. Warning 

E. Authenticate 

Correct Answer: CDE 

 

QUESTION 4
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Which of the following statements are correct regarding URL Filtering on the FortiGate unit? (Select all that apply.) 

A. The allowed actions for URL Filtering include Allow, Block and Exempt. 

B. The allowed actions for URL Filtering are Allow and Block. 

C. The FortiGate unit can filter URLs based on patterns using text and regular expressions. 

D. Any URL accessible by a web browser can be blocked using URL Filtering. 

E. Multiple URL Filter lists can be added to a single protection profile. 

Correct Answer: AC 

 

QUESTION 5

Which authentication methods does FortiGate support for firewall authentication? (Choose two.) 

A. Remote Authentication Dial in User Service (RADIUS) 

B. Lightweight Directory Access Protocol (LDAP) 

C. Local Password Authentication 

D. POP3 

E. Remote Password Authentication 

Correct Answer: AC 
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