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QUESTION 1

To create a valid traffic shaping policy, which of the following matching criteria must align between a traffic 

shaping policy and a firewall policy? 

(Choose three.) 

Response: 

A. Source 

B. Schedule 

C. Service 

D. Destination 

E. Incoming interface 

Correct Answer: ABC 

 

QUESTION 2

Under which circumstance is the IPsec ESP traffic encapsulated over UDP? Response: 

A. When using IKE version 2 (IKEv2) 

B. When the phase 1 is configured to use aggressive mode 

C. When the IPsec VPN is configured as dial-up 

D. When NAT-T detects there is a device between both IPsec peers doing NAT over the IPsec traffic 

Correct Answer: D 

 

QUESTION 3

Which of the following web filtering modes apply to full URL inspection? 

(Choose two.) 

Response: 

A. Proxy-based 

B. DNS-based 

C. Policy-based 

D. Flow-based 
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E. IP-based 

Correct Answer: AB 

 

QUESTION 4

Examine the exhibit, which shows the output of a web filtering real time debug. 

Why is the site www.bing.com being blocked? Response: 

A. The web server IP address 204.79.197.200 is categorized by FortiGuard as Malicious Websites. 

B. The rating for the web site www.bing.com has been locally overridden to a category that is being blocked. 

C. The web site www.bing.com is categorized by FortiGuard as Malicious Websites. 

D. The user has not authenticated with the FortiGate yet. 

Correct Answer: A 

 

QUESTION 5

Why must you use aggressive mode when a local FortiGate IPsec gateway hosts multiple dialup tunnels? Response: 

A. The FortiGate is able to handle NATed connections only with aggressive mode. 

B. FortiClient supports aggressive mode. 

C. The remote peers are able to provide their peer IDs in the first message with aggressive mode. 

D. Main mode does not support XAuth for user authentication. 

Correct Answer: C 
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