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QUESTION 1

Which statement about the firewall policy authentication timeout is true? Response: 

A. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source IP address after this times
expires. 

B. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source MAC address after this times
expires. 

C. It is an idle timeout. The FortiGate considers a user to be idle if it does not see any packets coming from the user\\'s
source MAC address. 

D. It is an idle timeout. The FortiGate considers a user to be idle if it does not see any packets coming from the user\\'s
source IP. 

Correct Answer: D 

 

QUESTION 2

How does FortiGate select the central SNAT policy that is applied to a TCP session? Response: 

A. It selects the SNAT policy specified in the configuration of the outgoing interface. 

B. It selects the first matching central-SNAT policy from top to bottom. 

C. It selects the central-SNAT policy with the lowest priority. 

D. It selects the SNAT policy specified in the configuration of the firewall policy that matches the traffic. 

Correct Answer: B 

 

QUESTION 3

You have configured the following log settings on the Log Settings page. Which configurations are now 

required to generate log messages on traffic coming through your network? 

(Choose two.) 

Response: 

A. Enable Log Allowed Traffic on your firewall policy. 

B. Enable Local Traffic Log on the Log Settings page. 

C. Enable Historical FortiView on the Log Settings page. 

D. Enable a security profile on your firewall policy. 

E. Enable Capture Packets on your firewall policy. 
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Correct Answer: AB 

 

QUESTION 4

Which of the following statements about web caching are true? 

(Choose two.) 

Response: 

A. Web caching slows down web browsing due to constant read-write cycles from FortiGate memory. 

B. When a client makes a web request, the proxy checks if the requested URL is already in memory. 

C. Only heavy content is cached, for example, videos, images, audio and so on. 

D. Web caching is supported in both explicit and implicit proxy. 

Correct Answer: BD 

 

QUESTION 5

When using firewall policy NAT, which statements are true regarding virtual IP (VIP)? 

(Choose two.) 

Response: 

A. The default type is static NAT, which applies one-to-one mappings for incoming and outgoing connections. 

B. The static NAT VIP can be restricted to forward only certain ports. 

C. FortiGate does not respond to ARP requests for VIP, as ARP responses are non configurable for VIP. 

D. The VIP is selected in the firewall policy source address field. 

Correct Answer: AB 
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