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QUESTION 1

Examine this FortiGate configuration: 

Examine the output of the following debug command: 

Based on the diagnostic outputs above, how is the FortiGate handling the traffic for new sessions that require
inspection? 

A. It is allowed, but with no inspection 

B. It is allowed and inspected as long as the inspection is flow based 

C. It is dropped. 

D. It is allowed and inspected, as long as the only inspection required is antivirus. 

Correct Answer: A 

 

QUESTION 2

What criteria does FortiGate use to look for a matching firewall policy to process traffic? (Choose two.) 

A. Services defined in the firewall policy. 

B. Incoming and outgoing interfaces 
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C. Highest to lowest priority defined in the firewall policy. 

D. Lowest to highest policy ID number. 

Correct Answer: AB 

 

QUESTION 3

Why must you use aggressive mode when a local FortiGate IPSec gateway hosts multiple dialup tunnels? 

A. In aggressive mode, the remote peers are able to provide their peer IDs in the first message. 

B. FortiGate is able to handle NATed connections only in aggressive mode. 

C. FortiClient only supports aggressive mode. 

D. Main mode does not support XAuth for user authentication. 

Correct Answer: A 

 

QUESTION 4

How can you block or allow to Twitter using a firewall policy? 

A. Configure the Destination field as Internet Service objects for Twitter. 

B. Configure the Action field as Learn and select Twitter. 

C. Configure the Service field as Internet Service objects for Twitter. 

D. Configure the Source field as Internet Service objects for Twitter. 

Correct Answer: A 

 

QUESTION 5

An administrator has configured a dialup IPsec VPN with XAuth. Which statement best describes what occurs during
this scenario? 

A. Phase 1 negotiations will skip preshared key exchange. 

B. Only digital certificates will be accepted as an authentication method in phase 1.C 

C. Dialup clients must provide a username and password for authentication. 

D. Dialup clients must provide their local ID during phase 2 negotiations. 

Correct Answer: C 
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