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QUESTION 1

In a high availability (HA) cluster operating in active-active mode, which of the following correctly describes the path
taken by the SYN packet of an HTTP session that is offloaded to a secondary FortiGate? 

A. Client > primary FortiGate> secondary FortiGate> primary FortiGate> web server. 

B. Client > secondary FortiGate> web server. 

C. Clinet >secondary FortiGate> primary FortiGate> web server. 

D. Client> primary FortiGate> secondary FortiGate> web server. 

Correct Answer: D 

 

QUESTION 2

Examine the two static routes shown in the exhibit, then answer the following question. 

Which of the following is the expected FortiGate behavior regarding these two routes to the same destination? 

A. FortiGate will load balance all traffic across both routes. 

B. FortiGate will use the port1 route as the primary candidate. 

C. FortiGate will route twice as much traffic to the port2 route 

D. FortiGate will only actuate the port1 route in the routing table 

Correct Answer: B 

 

QUESTION 3

What files are sent to FortiSandbox for inspection in flow-based inspection mode? 

A. All suspicious files that do not have their hash value in the FortiGuard antivirus signature database. 

B. All suspicious files that are above the defined oversize limit value in the protocol options. 

C. All suspicious files that match patterns defined in the antivirus profile. 
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D. All suspicious files that are allowed to be submitted to FortiSandbox in the antivirus profile. 

Correct Answer: C 

 

QUESTION 4

Which statements about antivirus scanning mode are true? (Choose two.) 

A. In proxy-based inspection mode antivirus buffers the whole file for scarring before sending it to the client. 

B. In flow-based inspection mode, you can use the CLI to configure antivirus profiles to use protocol option profiles. 

C. In proxy-based inspection mode, if a virus is detected, a replacement message may not be displayed immediately. 

D. In quick scan mode, you can configure antivirus profiles to use any of the available signature data bases. 

Correct Answer: AB 

 

QUESTION 5

Which of the following statements are best practices for troubleshooting FSSO? (Choose two.) 

A. Include the group of guest users in a policy. 

B. Extend timeout timers. 

C. Guarantee at least 34 Kbps bandwidth between FortiGate and domain controllers. 

D. Ensure all firewalls allow the FSSO required ports. 

Correct Answer: AD 
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