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QUESTION 1

Which one of the following processes is involved in updating IPS from FortiGuard? 

A. FortiGate IPS update requests are sent using UDP port 443. 

B. Protocol decoder update requests are sent to service.fortiguard.net. 

C. IPS signature update requests are sent to update.fortiguard.net. 

D. IPS engine updates can only be obtained using push updates. 

Correct Answer: C 

 

QUESTION 2

Which of the following statements about policy-based IPsec tunnels are true? (Choose two.) 

A. They can be configured in both NAT/Route and transparent operation modes. 

B. They support L2TP-over-IPsec. 

C. They require two firewall policies: one for each directions of traffic flow. 

D. They support GRE-over-IPsec. 

Correct Answer: AB 

 

QUESTION 3

Examine this network diagram: 

Examine this explicit web proxy configuration: 
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What filter can be used in the command diagnose sniffer packet to capture the traffic between the client and the explicit
web proxy? 

A. `host 10.0.0.50 and port 8080\\' 

B. `host 10.0.0.50 and port 80\\' 

C. `host 192.168.0.2 and port 8080\\' 

D. `host 192.168.0.1 and port 80\\' 

Correct Answer: C 

 

QUESTION 4

Examine the following web filtering log. 

Which statement about the log message is true? 
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A. The action for the category Games is set to block. 

B. The usage quota for the IP address 10.0.1.10 has expired 

C. The name of the applied web filter profile is default. 

D. The web site miniclip.com matches a static URL filter whose action is set to Warning. 

Correct Answer: C 

 

QUESTION 5

An administrator needs to strengthen the security for SSL VPN access. Which of the following statements are best
practices to do so? (Choose three.) 

A. Configure split tunneling for content inspection. 

B. Configure host restrictions by IP or MAC address. 

C. Configure two-factor authentication using security certificates. 

D. Configure SSL offloading to a content processor (FortiASIC). 

E. Configure a client integrity check (host-check). 

Correct Answer: CDE 
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