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QUESTION 1

Examine this output from a debug flow: 

Why did the FortiGate drop the packet? 

A. The next-hop IP address is unreachable. 

B. It failed the RPF check. 

C. It matched an explicitly configured firewall policy with the action DENY. 

D. It matched the default implicit firewall policy. 

Correct Answer: D 

https://kb.fortinet.com/kb/documentLink.do?externalID=13900 

 

QUESTION 2

If the Issuer and Subject values are the same in a digital certificate, which type of entity was the certificate issued to? 

A. A CRL 

B. A person 

C. A subordinate CA 

D. A root CA 

Correct Answer: D 

 

QUESTION 3

Exhibit: 
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Refer to the exhibit to view the authentication rule configuration In this scenario, which statement is true? 

A. IP-based authentication is enabled B. Route-based authentication is enabled 

C. Session-based authentication is enabled. 

D. Policy-based authentication is enabled 

Correct Answer: C 

 

QUESTION 4

Refer to the exhibit to view the application control profile. 

Based on the configuration, what will happen to Apple FaceTime? 

A. Apple FaceTime will be blocked, based on the Excessive-Bandwidth filter configuration 

B. Apple FaceTime will be allowed, based on the Apple filter configuration. 

C. Apple FaceTime will be allowed only if the filter in Application and Filter Overrides is set to Learn 

D. Apple FaceTime will be allowed, based on the Categories configuration. 
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Correct Answer: A 

 

QUESTION 5

Which statement regarding the firewall policy authentication timeout is true? 

A. It is an idle timeout. The FortiGate considers a user to be "idle" if it does not see any packets coming from the user\\'s
source IP. 

B. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source IP address after this timer has
expired. 

C. It is an idle timeout. The FortiGate considers a user to be "idle" if it does not see any packets coming from the user\\'s
source MAC. 

D. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source MAC address after this timer
has expired. 

Correct Answer: A 
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