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QUESTION 1

Which three criteria can a FortiGate use to look for a matching firewall policy to process traffic? (Choose three.) 

A. Source defined as Internet Services in the firewall policy. 

B. Destination defined as Internet Services in the firewall policy. 

C. Highest to lowest priority defined in the firewall policy. 

D. Services defined in the firewall policy. 

E. Lowest to highest policy ID number. 

Correct Answer: ABD 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD47435 

 

QUESTION 2

Examine the exhibit, which contains a virtual IP and firewall policy configuration. 
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The WAN (port1) interface has the IP address 10.200.1.1/24. The LAN (port2) interface has the IP address
10.0.1.254/24. 

The first firewall policy has NAT enabled on the outgoing interface address. The second firewall policy is configured with
a VIP as the destination address. 

Which IP address will be used to source NAT the Internet traffic coming from a workstation with the IP address
10.0.1.10/24? 

A. 10.200.1.10 

B. Any available IP address in the WAN (port1) subnet 10.200.1.0/24 

C. 10.200.1.1 
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D. 10.0.1.254 

Correct Answer: A 

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-firewall-52/Firewall%20Objects/Virtual% 20IPs.htm 

 

QUESTION 3

Which statement regarding the firewall policy authentication timeout is true? 

A. It is an idle timeout. The FortiGate considers a user to be "idle" if it does not see any packets coming from the user\\'s
source IP. 

B. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source IP address after this timer has
expired. 

C. It is an idle timeout. The FortiGate considers a user to be "idle" if it does not see any packets coming from the user\\'s
source MAC. 

D. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source MAC address after this timer
has expired. 

Correct Answer: A 

 

QUESTION 4

Refer to the exhibit. 
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The exhibit contains the configuration for an SD-WAN Performance SLA, as well as the output of diagnose sys virtual-
wan-link health-check. 

Which interface will be selected as an outgoing interface? 

A. port2 

B. port4 

C. port3 

D. port1 

Correct Answer: D 

 

QUESTION 5

Examine this FortiGate configuration: How does the FortiGate handle web proxy traffic coming from the IP address
10.2.1.200 that requires authorization? 

A. It always authorizes the traffic without requiring authentication. 

B. It drops the traffic. 

C. It authenticates the traffic using the authentication scheme SCHEME2. 

D. It authenticates the traffic using the authentication scheme SCHEME1. 

Correct Answer: D 

"What happens to traffic that requires authorization, but does not match any authentication rule? The active and passive
SSO schemes to use for those cases is defined under config authentication setting" 
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