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QUESTION 1

A network administrator is configuring a new IPsec VPN tunnel on FortiGate. The remote peer IP address is dynamic. In
addition, the remote peer does not support a dynamic DNS update service. 

What type of remote gateway should the administrator configure on FortiGate for the new IPsec VPN tunnel to work? 

A. Static IP Address 

B. Dialup User 

C. Dynamic DNS 

D. Pre-shared Key 

Correct Answer: B 

Dialup user is used when the remote peer\\'s IP address is unknown. The remote peer whose IP address is unknown
acts as the dialup clien and this is often the case for branch offices and mobile VPN clients that use dynamic IP address
and no dynamic DNS 

 

QUESTION 2

Which statements best describe auto discovery VPN (ADVPN). (Choose two.) 

A. It requires the use of dynamic routing protocols so that spokes can learn the routes to other spokes. 

B. ADVPN is only supported with IKEv2. 

C. Tunnels are negotiated dynamically between spokes. 

D. Every spoke requires a static tunnel to be configured to other spokes so that phase 1 and phase 2 proposals are
defined in advance. 

Correct Answer: AC 

 

QUESTION 3

Refer to the exhibit. 
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A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has
determined that phase 1 status is up. but phase 2 fails to come up. 

Based on the phase 2 configuration shown in the exhibit, what configuration change will bring phase 2 up? 

A. On HQ-FortiGate, enable Auto-negotiate. 

B. On Remote-FortiGate, set Seconds to 43200. 

C. On HQ-FortiGate, enable Diffie-Hellman Group 2. 

D. On HQ-FortiGate, set Encryption to AES256. 

Correct Answer: D 

Reference: https://docs.fortinet.com/document/fortigate/5.4.0/cookbook/168495 

Encryption and authentication algorithm needs to match in order for IPSEC be successfully established. 

 

QUESTION 4

Refer to the exhibit. 
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The global settings on a FortiGate device must be changed to align with company security policies. What does the
Administrator account need to access the FortiGate global settings? 

A. Change password 

B. Enable restrict access to trusted hosts 

C. Change Administrator profile 

D. Enable two-factor authentication 

Correct Answer: C 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD34502 

 

QUESTION 5

Which statement about the policy ID number of a firewall policy is true? 

A. It is required to modify a firewall policy using the CLI. 

B. It represents the number of objects used in the firewall policy. 

C. It changes when firewall policies are reordered. 

D. It defines the order in which rules are processed. 

Correct Answer: A 
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