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QUESTION 1

When a firewall policy is created, which attribute is added to the policy to support recording logs to a FortiAnalyzer or a
FortiManager and improves functionality when a FortiGate is integrated with these devices? 

A. Log ID 

B. Universally Unique Identifier 

C. Policy ID 

D. Sequence ID 

Correct Answer: B 

Reference: https://docs.fortinet.com/document/fortigate/6.0.0/handbook/554066/firewall-policies 

 

QUESTION 2

Which two statements are true about collector agent standard access mode? (Choose two.) 

A. Standard mode uses Windows convention-NetBios: Domain\Username. 

B. Standard mode security profiles apply to organizational units (OU). 

C. Standard mode security profiles apply to user groups. 

D. Standard access mode supports nested groups. 

Correct Answer: AC 

Reference: https://docs.fortinet.com/document/fortigate/6.0.0/handbook/482937/agent-based-fsso 

 

QUESTION 3

An administrator has configured the following settings: What are the two results of this configuration? (Choose two.) 

A. Device detection on all interfaces is enforced for 30 minutes. 

B. Denied users are blocked for 30 minutes. 
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C. A session for denied traffic is created. 

D. The number of logs generated by denied traffic is reduced. 

Correct Answer: CD 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD46328 

 

QUESTION 4

An administrator has a requirement to keep an application session from timing out on port 80. 

What two changes can the administrator make to resolve the issue without affecting any existing services running
through FortiGate? (Choose two.) 

A. Create a new firewall policy with the new HTTP service and place it above the existing HTTP policy. 

B. Create a new service object for HTTP service and set the session TTL to never 

C. Set the TTL value to never under config system-ttl 

D. Set the session TTL on the HTTP policy to maximum 

Correct Answer: BC 

 

 

QUESTION 5

Refer to the exhibit. 
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Based on the administrator profile settings, what permissions must the administrator set to run the diagnose firewall
auth list CLI command on FortiGate? 

A. Custom permission for Network 

B. Read/Write permission for Log and Report 
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C. CLI diagnostics commands permission 

D. Read/Write permission for Firewall 

Correct Answer: C 

 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD50220 
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