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QUESTION 1

Refer to the exhibit.
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Enforce authentication on demand option enabled

Local-FortiGate # config user setting

Local-FortiGate (setting) # show
config user setting
set auth-cert “Fortinet Factory”
set auth-on-demand always
end

Firewall policies

Name Source Destination Schedule | Service Action MNAT
2 ® LAN(port3) — B WAN(port1) @
Safoefore B Sales Zal (6 aways WALL + ACCEPT @ Enabled
SLOCAL_SUBNET
Auth-Users ELOCAL_SUBNET I all fealways [GALL «ACCEPT @Enabled

The exhibit contains a network interface configuration, firewall policies, and a CLI console configuration.
How will FortiGate handle user authentication for traffic that arrives on the LAN interface?
A. If there is a full-through policy in place, users will not be prompted for authentication.

B. Users from the Sales group will be prompted for authentication and can authenticate successfully with the correct
credentials.

C. Authentication is enforced at a policy level; all users will be prompted for authentication.

D. Users from the HR group will be prompted for authentication and can authenticate successfully with the correct
credentials.

Correct Answer: C

QUESTION 2

Refer to the exhibit, which contains a session diagnostic output.

NSE4_FGT-7.0 VCE Dumps | NSE4_FGT-7.0 Study Guide | NSE4_FGT-7.0 Exam Questions 4/6



https://www.pass2lead.com/nse4_fgt-7-0.html
https://www.pass2lead.com/nse4_fgt-7-0.html
https://www.pass2lead.com/nse4_fgt-7-0.html

P 2L d https://lwww.pass2lead.com/nse4_fgt-7-0.html
aSS ea 2024 Latest pass2lead NSE4_FGT-7.0 PDF and VCE dumps Download

—— https://Pass2Lead.com

D:otﬁ=1" proto state=01 duration=254 expire=179 timeout=0 socktype=0
=0 use=3

n

o

M
ot of =B 0

h.: id=0 policy_dir=0 tunnel=/ helper=dns-udp wlan_cos=0/255
g may dirty £00 log-start
ctby ns!p ( rr): org=142
d(apb/kb}s}

m w0
it

ot
"
w

e=
ati
P
T

n ->sink: org pve—}poﬁt.
ost dir=org act=snat 10. D 1.20¢
ir=reply act=dnat 208.91.1

* )
0
O
H‘dJ

id=3 auth info=0 chk client info=0
e tos=ff/ff app_list=0 app=0 url_cat
_id= 00000000 rpdb_svc_id=0 r:jf'n-d-—n/a
0x040000

Which statement is true about the session diagnostic output?
A. The session is a UDP unidirectional state.

B. The session is in TCP ESTABLISHED state.

C. The session is a bidirectional UDP connection.

D. The session is a bidirectional TCP connection.

Correct Answer: C

QUESTION 3
Examine this output from a debug flow:

id=20085 trace id=1 func=print pkt detail 1ine=5363 msg="vd-root received a packet (proto=1,
10.0.1.10:1->10.200.1.254: 2“48}

from port3. type=8B, code=0, id=1, seg=33."

id=20085 trace id=l func=init ip session common line=5519 msg=
id=20085 trace id=1 func=vf ip route input common line=2583 msg=
pozEl”

1d=20085 trace id=1 func=fw_ forward handler line=5B86 msg="Denied by forward policy check (policy 0)"

allocate a new session=00000340"
="find a route: flag=04000000 gw=10.200.1.254 via

Why did the FortiGate drop the packet?

A. The next-hop IP address is unreachable.

B. It failed the RPF check.

C. It matched an explicitly configured firewall policy with the action DENY.
D. It matched the default implicit firewall policy.

Correct Answer: D

https://kb.fortinet.com/kb/documentLink.do?externallD=13900

QUESTION 4
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Which statements about the firmware upgrade process on an active-active HA cluster are true? (Choose two.)

A. The firmware image must be manually uploaded to each FortiGate.

B. Only secondary FortiGate devices are rebooted.

C. Uninterruptable upgrade is enabled by default.

D. Traffic load balancing is temporally disabled while upgrading the firmware.

Correct Answer: CD

QUESTION 5

Which three statements are true regarding session-based authentication? (Choose three.)
A. HTTP sessions are treated as a single user.

B. IP sessions from the same source IP address are treated as a single user.

C. It can differentiate among multiple clients behind the same source IP address.

D. It requires more resources.

E. It is not recommended if multiple users are behind the source NAT

Correct Answer: ACD
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