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QUESTION 1

Which security feature does FortiGate provide to protect servers located in the internal networks from attacks such as
SQL injections? 

A. Denial of Service 

B. Web application firewall 

C. Antivirus 

D. Application control 

Correct Answer: B 

Reference: https://docs.fortinet.com/document/fortiweb/6.3.3/administration-guide/60895/introduction 

 

QUESTION 2

Refer to the exhibit. 

The exhibit displays the output of the CLI command: diagnose sys ha dump-by vcluster. 

Which two statements are true? (Choose two.) 

A. FortiGate SN FGVM010000065036 HA uptime has been reset. 

B. FortiGate devices are not in sync because one device is down. 

C. FortiGate SN FGVM010000064692 is the primary because of higher HA uptime. 

D. FortiGate SN FGVM010000064692 has the higher HA priority. 

Correct Answer: AD 

1. 

Override is disable by default - OK 

2. 

"If the HA uptime of a device is AT LEAST FIVE MINUTES (300 seconds) MORE than the HA Uptime of the other
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FortiGate devices, it becomes the primary" The question here is : HA Uptime of FGVM01000006492 > 5 minutes? NO -
198 seconds 

https://docs.fortinet.com/document/fortigate/6.0.0/handbook/666653/primary-unit-selection-with-overridedisabled-
default 

 

QUESTION 3

Which statement regarding the firewall policy authentication timeout is true? 

A. It is an idle timeout. The FortiGate considers a user to be "idle" if it does not see any packets coming from the user\\'s
source IP. 

B. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source IP address after this timer has
expired. 

C. It is an idle timeout. The FortiGate considers a user to be "idle" if it does not see any packets coming from the user\\'s
source MAC. 

D. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source MAC address after this timer
has expired. 

Correct Answer: A 

 

QUESTION 4

Which three security features require the intrusion prevention system (IPS) engine to function? (Choose three.) 

A. Web filter in flow-based inspection 

B. Antivirus in flow-based inspection 

C. DNS filter 

D. Web application firewall 

E. Application control 

Correct Answer: ABE 

 

QUESTION 5

Which three pieces of information does FortiGate use to identify the hostname of the SSL server when SSL certificate
inspection is enabled? (Choose three.) 

A. The subject field in the server certificate 

B. The serial number in the server certificate 

C. The server name indication (SNI) extension in the client hello message 
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D. The subject alternative name (SAN) field in the server certificate 

E. The host field in the HTTP header 

Correct Answer: ACD 

Reference: https://checkthefirewall.com/blogs/fortinet/ssl-inspection 
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