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QUESTION 1
Which of the following statements is correct regarding the NAC Quarantine feature?

A. With NAC quarantine, files can be quarantined not only as a result of antivirus scanning, but also for other forms of
content inspection such as IPS and DLP.

B. NAC quarantine does a client check on workstations before they are permitted to have administrative access to
FortiGate.

C. NAC quarantine allows administrators to isolate clients whose network activity poses a security risk.

D. If you chose the quarantine action, you must decide whether the quarantine type is NAC quarantine or File
quarantine.

Correct Answer: C

QUESTION 2

You wish to create a firewall policy that applies only to traffic intended for your web server. The web server has an IP
address of 192.168.2.2 and a /24 subnet mask.

When defining the firewall address for use in this policy, which one of the following addresses is correct?
A. 192.168.2.0 / 255.255.255.0

B. 192.168.2.2 / 255.255.255.0

C. 192.168.2.0 / 255.255.255.255

D. 192.168.2.2 / 255.255.255.255

Correct Answer: D

QUESTION 3

What is the effect of using CLI "config system session-ttl" to set session_ttl to 1800 seconds?
A. Sessions can be idle for no more than 1800 seconds.

B. The maximum length of time a session can be open is 1800 seconds.

C. After 1800 seconds, the end user must reauthenticate.

D. After a session has been open for 1800 seconds, the FortiGate unit will send a keepalive packet to both client and
server.

Correct Answer: A
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QUESTION 4

Which of the following is an advantage of using SNMP v3 instead of SNMP v1/v2 when querying the FortiGate unit?
A. Packet encryption

B. MIB-based report uploads

C. SNMP access limits through access lists

D. Running SNMP service on a non-standard port is possible

Correct Answer: A

QUESTION 5

The ordering of firewall policies is very important. Policies can be re-ordered within the FortiGate unit\\'s GUI
and also using the CLI. The command used in the CLI to perform this function is

A. set order

B. edit policy

C. reorder

D. move

Correct Answer: D
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