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QUESTION 1
An administrator configures a VPN and selects the Enable IPSec Interface Mode option in the phase 1 settings.
Which of the following statements are correct regarding the IPSec VPN configuration?

A. To complete the VPN configuration, the administrator must manually create a virtual IPSec interface in Web Config
under System > Network.

B. The virtual IPSec interface is automatically created after the phasel configuration.

C. The IPSec policies must be placed at the top of the list.

D. This VPN cannot be used as part of a hub and spoke topology.

E. Routes were automatically created based on the address objects in the firewall policies.

Correct Answer: B

QUESTION 2

If a FortiGate unit has a dmz interface IP address of 210.192.168.2 with a subnet mask of 255.255.255.0, what is a valid
dmz DHCP addressing range?

A.172.168.0.1 - 172.168.0.10

B. 210.192.168.3 - 210.192.168.10
C. 210.192.168.1 - 210.192.168.4
D. All of the above.

Correct Answer: B

QUESTION 3

A FortiGate unit is configured with multiple VDOMs. An administrative account on the device has been assigned a
Scope value of VDOM:root.

Which of the following items would an administrator logging in using this account NOT be able to configure?
A. Firewall addresses

B. DHCP servers

C. FortiGuard Distribution Network configuration

D. PPTP VPN configuration

Correct Answer: C
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QUESTION 4

A firewall policy has been configured for the internal email server to receive email from external parties through SMTP.
Exhibits A and B show the AntiVirus and Email Filter profiles applied to this policy.
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Edit Email Filter Profile
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Edit AntiVirus Profile

Name A Profile

Comments

{maximum &3 characters)

Wirus Scan ] O v v v r r r
File Filter i O i r = r r = [FHene— =]
Quarantine virus Sender (to Banned Users List) - 7]
Method ISCILII’EE' 1P Address =l
Expiras @ Indefinite  © after |'5 |Minl.|te(s) =l
oK || Cancel |

What is the correct behavior when the email attachment is detected as a virus by the FortiGate AntiVirus engine?

A. The FortiGate unit will remove the infected file and deliver the email with a replacement message to alert the recipient
that the original attachment was infected.

B. The FortiGate unit will reject the infected email and notify both the sender and recipient.

C. The FortiGate unit will remove the infected file and add a replacement message. Both sender and recipient are
notified that the infected file has been removed.

D. The FortiGate unit will reject the infected email and notify the sender.

Correct Answer: A

QUESTION 5

Which of the following statements are correct regarding logging to memory on a FortiGate unit? (Select all that apply.)
A. When the system has reached its capacity for log messages, the FortiGate unit will stop logging to memory.

B. When the system has reached its capacity for log messages, the FortiGate unit overwrites the oldest messages.

C. If the FortiGate unit is reset or loses power, log entries captured to memory will be lost.

D. None of the above.

Correct Answer: BC
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