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QUESTION 1

Refer to the exhibit. 

Based on the settings shown in the exhibit what action will FortiClient take when it detects that a user is trying to
download an infected file? 

A. Blocks the infected files as it is downloading 

B. Quarantines the infected files and logs all access attempts 

C. Sends the infected file to FortiGuard for analysis 

D. Allows the infected file to download without scan 

Correct Answer: D 

 

QUESTION 2

What action does FortiClient anti-exploit detection take when it detects exploits? 

A. Terminates the compromised application process 

B. Patches the compromised application process 

C. Blocks memory allocation to the compromised application process 

D. Deletes the compromised application process 

Correct Answer: A 
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QUESTION 3

Refer to the exhibit. 

Based on the FortiClient log details shown in the exhibit, which two statements are true? (Choose two) 

A. The file status is Quarantined 

B. The file location is \??\D: \Users 

C. The filename IS Unconfirmed 399290-crdownload. 

D. The filename is sent to FortiSandbox for further inspection. 

Correct Answer: AC 

 

QUESTION 4

Which three types of antivirus scans are available on FortiClient? (Choose three ) 

A. Proxy scan 

B. Full scan 
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C. Custom scan 

D. Flow scan 

E. Quick scan 

Correct Answer: BCE 

 

QUESTION 5

Refer to the exhibit. 

Based on the Security Fabric automation settings, what action will be taken on compromised endpoints? 

A. Endpoints will be quarantined through EMS 

B. Endpoints will be banned on FortiGate 

C. An email notification will be sent for compromised endpoints 

D. Endpoints will be quarantined through FortiSwitch 

Correct Answer: A 
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