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QUESTION 1

Which three types of antivirus scans are available on FortiClient? (Choose three ) 

A. Proxy scan 

B. Full scan 

C. Custom scan 

D. Flow scan 

E. Quick scan 

Correct Answer: BCE 

 

QUESTION 2

When site categories are disabled in FortiClient webfilter and antivirus (malicious websites), which feature can be used
to protect the endpoint from malicious web access? 

A. Real-time protection list 

B. Block malicious websites on antivirus 

C. FortiSandbox URL list 

D. Web exclusion list 

Correct Answer: D 

 

 

QUESTION 3

What does FortiClient do as a fabric agent? (Choose two.) 

A. Provides IOC verdicts 

B. Automates Responses 

C. Creates dynamic policies 

D. Provides application inventory 

Correct Answer: CD 

FortiClient, as a fabric agent, does not provide IOC verdicts. The role of providing IOC (Indicators of Compromise)
verdicts is typically performed by other security solutions or systems that specialize in threat detection and analysis. 

Similarly, FortiClient, as a fabric agent, does not have the capability to automate responses. While FortiClient can trigger
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alerts or notifications based on security events, the automation of responses typically requires integration with a Security
Orchestration, Automation, and Response (SOAR) platform or similar systems. 

 

QUESTION 4

Refer to the exhibit. 

Based on the Security Fabric automation settings, what action will be taken on compromised endpoints? 

A. Endpoints will be quarantined through EMS 

B. Endpoints will be banned on FortiGate 

C. An email notification will be sent for compromised endpoints 

D. Endpoints will be quarantined through FortiSwitch 

Correct Answer: A 

 

QUESTION 5

Which statement about FortiClient comprehensive endpoint protection is true? 

A. It helps to safeguard systems from email spam 
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B. It helps to safeguard systems from data loss. 

C. It helps to safeguard systems from DDoS. 

D. lt helps to safeguard systems from advanced security threats, such as malware. 

Correct Answer: D 

FortiClient provides comprehensive endpoint protection for your Windows- based, Mac-based, and Linuxbased
desktops, laptops, file servers, and mobile devices such as iOS and Android. It helps you to safeguard your systems
with advanced security technologies, all of which you can manage from a single management console. 
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