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QUESTION 1

While reviewing logs, an administrator discovered that an incoming email was processed using policy IDs: 

0:4:9.

 Which of the following statements are true? (Choose two.) 

A. 

FortiMail applied the default behavior for relaying inbound email 

B. 

FortiMail configuration is missing an access delivery rule to process incoming email 

C. 

Incoming recipient policy ID 9 has the exclusive flag set 

D. 

Email was processed using IP policy ID 4 

Correct Answer: AC 

 

QUESTION 2

Examine the FortiMail recipient-based policy shown in the exhibit; then answer the question below. 
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After creating the policy, an administrator discovered that clients are able to send unauthenticated email using SMTP.
What must be done to ensure clients cannot send unauthenticated email? 

A. Configure a matching IP policy with SMTP authentication and exclusive flag enabled 

B. Move the recipient policy to the top of the list 

C. Configure an access receive rule to verify authentication status 

D. Configure an access delivery rule to enforce authentication 

Correct Answer: A 

 

QUESTION 3

Which of the following statements regarding SMTPS and SMTP over TLS are true? (Choose three.) 

A. In an SMTPS session, the identities of both sender and receiver are encrypted 
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B. SMTPS connections are initiated on port 465 

C. SMTP over TLS connections are entirely encrypted and initiated on port 465 

D. The STARTTLS command is used to initiate SMTP over TLS 

E. SMTPS encrypts the body of the email message, where the most sensitive content exists 

Correct Answer: ABD 

 

QUESTION 4

Which of the following CLI commands, if executed, will erase all data on the log disk partition? (Choose two.) 

A. execute formatmaildisk 

B. execute formatmaildisk_backup 

C. execute formatlogdisk 

D. execute partitionlogdisk 40 

Correct Answer: CD 

 

QUESTION 5

What are the configuration steps to enable DKIM signing for outbound messages on FortiMail? (Choose three.) 

A. Enable DKIM signing for outgoing messages in a matching session profile 

B. Publish the public key as a TXT record in a public DNS server 

C. Enable DKIM check in a matching session profile 

D. Enable DKIM check in a matching antispam profile 

E. Generate a public/private key pair in the protected domain configuration 

Correct Answer: ACE 
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