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QUESTION 1

A FortiMail is configured with the protected domain example.com. 

On this FortiMail, which two envelope addresses are considered incoming? (Choose two.) 

A. MAIL FROM: accounts@example.com RCPT TO: sales@external.org 

B. MAIL FROM: support@example.com RCPT TO: marketing@example.com 

C. MAIL FROM: training@external.org RCPT TO: students@external.org 

D. MAIL FROM: mis@hosted.net RCPT TO: noc@example.com 

Correct Answer: CD 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/9aa62d26-858d11ea-9384-005056
92583a/FortiMail-6.4.0-Administration_Guide.pdf (30) 

 

QUESTION 2

If you are using the built-in MTA to process email in transparent mode, which two statements about FortiMail behavior
are true? (Choose two.) 

A. MUAs need to be configured to connect to the built-in MTA to send email 

B. If you disable the built-in MTA, FortiMail will use its transparent proxies to deliver email 

C. FortiMail can queue undeliverable messages and generate DSNs 

D. FortiMail ignores the destination set by the sender, and uses its own MX record lookup to deliver email 

Correct Answer: CD 

 

QUESTION 3

Refer to the exhibit. 
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Which two statements about the access receive rule are true? (Choose two.) 

A. Email matching this rule will be relayed 

B. Email must originate from an example.com email address to match this rule 

C. Senders must be authenticated to match this rule 

D. Email from any host in the 10.0.1.0/24 subnet can match this rule 

Correct Answer: AB 

 

QUESTION 4

Refer to the exhibit. 
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Which two statements about the mail server settings are true? (Choose two.) 

A. FortiMail will support the STARTTLS extension 

B. FortiMail will accept SMTPS connections 

C. FortiMail will drop any inbound plaintext SMTP connection 

D. FortiMail will enforce SMTPS on all outbound sessions 

Correct Answer: BC 

 

QUESTION 5

What three configuration steps are required to enable DKIM signing for outbound messages on FortiMail? (Choose
three.) 

A. Generate a public/private key pair in the protected domain configuration 

B. Enable DKIM check in a matching session profile 

C. Enable DKIM check in a matching antispam profile 

D. Publish the public key as a TXT record in a public DNS server 

E. Enable DKIM signing for outgoing messages in a matching session profile 

Correct Answer: ABD 
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