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QUESTION 1

Which two of the following are required for endpoint compliance monitors? (Choose two.)
A. Logged on user

B. Security rule

C. Persistent agent

D. Custom scan

Correct Answer: BD

DirectDefense\\'s analysis of FireEye Endpoint attests that the products help meet the HIPAA Security Rule. In the
menu on the left click the + sign next to Endpoint Compliance to open it.

Reference: https://www.fireeye.com/content/dam/fireeye-www/products/pdfs/cg-pci-and-hipaacompliances.pdf
https://docs.fortinet.com/document/fortinac/8.5.2/administration-guide/92047/add-or-modify-a-scan

QUESTION 2

Which agent can receive and display messages from FortiNAC to the end user?
A. Persistent

B. Passive

C. MDM

D. Dissolvable

Correct Answer: B

Reference: https://docs.fortinet.com/document/fortinac/8.7.0/administration-guide/594507/agent-packages

QUESTION 3

How are logical networks assigned to endpoints?
A. Through Layer 3 polling configurations

B. Through network access policies

C. Through FortiGate I1Pv4 policies

D. Through device profiling rules

Correct Answer: C

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/9819/viewing-and-controllingnetwork-risks-via-
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topology-view

QUESTION 4

Which two agents can validate endpoint compliance transparently to the end user? (Choose two.)

A. Persistent

B. Dissolvable

C. Mobile

D. Passive

Correct Answer: AC

Mobile agents use the network transparently.

Reference: https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/377110/persistent-agent-

certificatevalidation https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/377110/persistent-agent-
certificatevalidation

QUESTION 5

Refer to the exhibit.
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General

User Name admin Password

Enable Password

Protocol

Type SSH 2 ~

VLAN ID
Default 2 Dead End 112

Registration Quarantine 111

Authentication Voice

CLI Configurations
Type: @ None (O PortBased (O Host Based

Apply Reset

If you are forcing the registration of unknown (rogue) hosts, and an unknown (rogue) host connects to a port on the
switch, what will occur?

A. No VLAN change is performed.

B. The host is disabled.

C. The host is moved to VLAN 111.

D. The host is moved to a default isolation VLAN.

Correct Answer: B

The ability to limit the number of workstations that can connect to specific ports on the switch is managed with Port
Security. If these limits are breached, or access from unknown workstations is attempted, the port can do any or all of

the following: drop the untrusted data, notify the network administrator, or disable the port.

Reference: https://www.alliedtelesis.com/sites/default/files/documents/solutions-guides/
lan_protection_solution_reva.pdf
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