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QUESTION 1

Which two methods can be used to gather a list of installed applications and application details from a host? (Choose
two.) 

A. Agent technology 

B. MDM integration 

C. Portal page on-boarding options 

D. Application layer traffic inspection 

Correct Answer: BC 

Reference: https://developer.apple.com/business/documentation/MDM-Protocol-Reference.pdf https://docs.oracle.com/
en/middleware/idm/identity-governance/12.2.1.3/omusg/managing-
applicationonboarding.html#GUID-4D0D5B18-A6F5-4231-852E-DB0D95AAE2D1 

 

QUESTION 2

Where do you look to determine when and why the FortiNAC made an automated network access change? 

A. The Admin Auditing view 

B. The Event view 

C. The Connections view 

D. The Port Changes view 

Correct Answer: B 

Reference: https://docs.fortinet.com/document/fortigate/6.2.3/cookbook/536166/viewing-event-logs 

 

QUESTION 3

With enforcement for network access policies and at-risk hosts enabled, what will happen if a host matches a network
access policy and has a state of "at risk"? 

A. The host is provisioned based on the network access policy. 

B. The host is provisioned based on the default access defined by the point of connection. 

C. The host is isolated. 

D. The host is administratively disabled. 

Correct Answer: A 

Reference: https://docs.fortinet.com/document/fortinac/8.6.0/administration-guide/49701/policy-assignment 
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QUESTION 4

Which two of the following are required for endpoint compliance monitors? (Choose two.) 

A. Logged on user 

B. Security rule 

C. Persistent agent 

D. Custom scan 

Correct Answer: BD 

DirectDefense\\'s analysis of FireEye Endpoint attests that the products help meet the HIPAA Security Rule. In the
menu on the left click the + sign next to Endpoint Compliance to open it. 

Reference: https://www.fireeye.com/content/dam/fireeye-www/products/pdfs/cg-pci-and-hipaacompliances.pdf
https://docs.fortinet.com/document/fortinac/8.5.2/administration-guide/92047/add-or-modify-a-scan 

 

QUESTION 5

Refer to the exhibit, and then answer the question below. 

Which host is rogue? 

A. 4 

B. 2 

C. 3 

D. 1 

Correct Answer: C 

Reference: https://docs.fortinet.com/document/fortinac/8.6.0/administration-guide/283146/evaluatingrogue-hosts 
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