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QUESTION 1

What would happen if a port was placed in both the Forced Registration and the Forced Remediation port groups? 

A. Both enforcement groups cannot contain the same port. 

B. Only at-risk hosts would be impacted. 

C. Only rogue hosts would be impacted. 

D. Both types of enforcement would be applied. 

Correct Answer: A 

Reference: https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/837785/system-groups 

 

QUESTION 2

Where do you look to determine what network access policy, if any, is being applied to a particular host? 

A. The network access policy configuration 

B. The Port Properties view of the hosts port 

C. The Policy Logs view D. The Policy Details view for the host 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/windows-server/networking/technologies/nps/nps-npoverview 

 

QUESTION 3

Which three communication methods are used by the FortiNAC to gather information from, and control, infrastructure
devices? (Choose three.) 

A. SNMP 

B. RADIUS 

C. FTP 

D. CLI 

E. SMTP 

Correct Answer: ABC 

Set up SNMP communication with FortiNAC RADIUS Server that is used by FortiNAC to communicate FortiNAC can be
configured via CLI to use HTTP or HTTPS for OS updates instead of FTP. 

Reference: https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/28966/snmp
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https://docs.fortinet.com/document/fortinac/8.8.0/administration-guide/938271/configure-radius-settings https://fortinetwe
b.s3.amazonaws.com/docs.fortinet.com/v2/attachments/e7ebbdaa-
cabf-11ea-8b7d00505692583a/FortiNAC_Deployment_Guide.pdf 

 

QUESTION 4

What would occur if both an unknown (rogue) device and a known (trusted) device simultaneously appeared on a port
that is a member of the Forced Registration port group? 

A. The port would be provisioned to the registration network, and both hosts would be isolated. 

B. The port would not be managed, and an event would be generated. 

C. The port would be provisioned for the normal state host, and both hosts would have access to that VLAN. 

D. The port would be administratively shut down. 

Correct Answer: C 

 

QUESTION 5

Which three circumstances trigger Layer 2 polling of infrastructure devices? (Choose three.) 

A. A matched security policy 

B. Scheduled poll timings 

C. Linkup and Linkdown traps 

D. Manual polling 

E. A failed Layer 3 poll 

Correct Answer: BCD 
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