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QUESTION 1

Refer to the exhibits. 

Exhibit A Exhibit B 
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The exhibits show the diagnose debug log of a station connection taken on the controller CLI. Which security mode is
used by the wireless connection? 

A. WPA2 Enterprise 

B. WPA3 Enterprise 

C. WPA2 Personal and radius MAC filtering 

D. Open, with radius MAC filtering 

Correct Answer: A 

Best security option is WPA2-AES. 

Reference: https://www.esecurityplanet.com/trends/the-best-security-for-wireless-networks/ 

 

QUESTION 2

Which two phases are part of the process to plan a wireless design project? (Choose two.) 

A. Project information phase 

B. Hardware selection phase 

C. Site survey phase 

D. Installation phase 

Correct Answer: CD 

Reference: https://www.sciencedirect.com/topics/computer-science/wireless-site-survey https://www.automation.com/en-
us/articles/2015-2/wireless-device-network-planning-and-design 

 

QUESTION 3

A tunnel mode wireless network is configured on a FortiGate wireless controller. Which task must be completed before
the wireless network can be used? 

A. The wireless network interface must be assigned a Layer 3 address 

B. Security Fabric and HTTPS must be enabled on the wireless network interface 

C. The wireless network to Internet firewall policy must be configured 

D. The new network must be manually assigned to a FortiAP profile 

Correct Answer: C 

A FortiGate unit is an industry leading enterprise firewall. In addition to consolidating all the functions of a network
firewall, IPS, anti-malware, VPN, WAN optimization, Web filtering, and application control in a single platform, FortiGate
also has an integrated Wi-Fi controller. 
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Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/723e20ad-509811e9-94bf-0050569
2583a/FortiWiFi_and_FortiAP-6.2.0-Configuration_Guide.pdf 

 

QUESTION 4

Six APs are located in a remotely based branch office and are managed by a centrally hosted FortiGate. Multiple
wireless users frequently connect and roam between the APs in the remote office. 

The network they connect to, is secured with WPA2-PSK. As currently configured, the WAN connection between the
branch office and the centrally hosted FortiGate is unreliable. 

Which configuration would enable the most reliable wireless connectivity for the remote clients? 

A. Configure a tunnel mode wireless network and enable split tunneling to the local network 

B. Configure a bridge mode wireless network and enable the Local standalone configuration option 

C. Configure a bridge mode wireless network and enable the Local authentication configuration option 

D. Install supported FortiAP and configure a bridge mode wireless network 

Correct Answer: A 

 

 

QUESTION 5

Refer to the exhibits. 

Exhibit A 
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Exhibit B 
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A wireless network has been created to support a group of users in a specific area of a building. The wireless network is
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configured but users are unable to connect to it. The exhibits show the relevant controller configuration for the APs and
the wireless network. 

Which two configuration changes will resolve the issue? (Choose two.) 

A. For both interfaces in the wtp-profile, configure set vaps to be “Authors” 

B. Disable intra-vap-privacy for the Authors vap-wireless network 

C. For both interfaces in the wtp-profile, configure vap-all to be manual 

D. Increase the transmission power of the AP radio interfaces 

Correct Answer: BC 
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