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QUESTION 1

Refer to the exhibits. 

Exhibit A. 

Exhibit B. 
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Exhibit C. 

A wireless network has been installed in a small office building and is being used by a business to connect its wireless
clients. The network is used for multiple purposes, including corporate access, guest access, and connecting point-of-
sale and Io? devices. 

Users connecting to the guest network located in the reception area are reporting slow performance. The network
administrator is reviewing the information shown in the exhibits as part of the ongoing investigation of the problem. They
show the profile used for the AP and the controller RF analysis output together with a screenshot of the GUI showing a
summary of the AP and its neighboring APs. 

To improve performance for the users connecting to the guest network in this area, which configuration change is most
likely to improve performance? 

A. Increase the transmission power of the AP radios 

B. Enable frequency handoff on the AP to band steer clients 

C. Reduce the number of wireless networks being broadcast by the AP 

D. Install another AP in the reception area to improve available bandwidth 

Correct Answer: A 

 

 

QUESTION 2

Where in the controller interface can you find a wireless client\\'s upstream and downstream link rates? 
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A. On the AP CLI, using the cw_diag ksta command 

B. On the controller CLI, using the diag wireless-controller wlac -d sta command 

C. On the AP CLI, using the cw_diag -d sta command 

D. On the controller CLI, using the WiFi Client monitor 

Correct Answer: B 

 

 

QUESTION 3

Refer to the exhibits. 

Exhibit A Exhibit B 
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The exhibits show the diagnose debug log of a station connection taken on the controller CLI. Which security mode is
used by the wireless connection? 

A. WPA2 Enterprise 

B. WPA3 Enterprise 

C. WPA2 Personal and radius MAC filtering 

D. Open, with radius MAC filtering 

Correct Answer: A 

Best security option is WPA2-AES. 

Reference: https://www.esecurityplanet.com/trends/the-best-security-for-wireless-networks/ 

 

QUESTION 4

As a network administrator, you are responsible for managing an enterprise secure wireless LAN. The controller is
based in the United States, and you have been asked to deploy a number of managed APs in a remote office in
Germany. 

What is the correct way to ensure that the RF channels and transmission power limits are appropriately configured for
the remote APs? 

A. Configure the APs individually by overriding the settings in Managed FortiAPs 

B. Configure the controller for the correct country code for Germany 

C. Clone a suitable FortiAP profile and change the county code settings on the profile 

D. Create a new FortiAP profile and change the county code settings on the profile 

Correct Answer: C 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/69a8fa9c-1eaa-11e9b6f6-f8bc1258
b856/fortigate-fortiwifi-and-fortiap-configuration-guide-54.pdf 

 

QUESTION 5

Refer to the exhibit. 
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What does the asterisk (*) symbol beside the channel mean? 

A. Indicates channels that can be used only when Radio Resource Provisioning is enabled 

B. Indicates channels that cannot be used because of regulatory channel restrictions 

C. Indicates channels that will be scanned by the Wireless Intrusion Detection System (WIDS) 

D. Indicates channels that are subject to dynamic frequency selection (DFS) regulations 

Correct Answer: A 
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