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QUESTION 1

An administrator has decreased all the TCP session timers to optimize the FortiGate memory usage. However, after the
changes, one network application started to have problems. During the troubleshooting, the administrator noticed that
the FortiGate deletes the sessions after the clients send the SYN packets, and before the arrival of the SYN/ACKs.
When the SYN/ACK packets arrive to the FortiGate, the unit has already deleted the respective sessions. Which TCP
session timer must be increased to fix this problem? 

A. TCP half open. 

B. TCP half close. 

C. TCP time wait. 

D. TCP session time to live. 

Correct Answer: A 

 

QUESTION 2

Examine the output of the `diagnose ips anomaly list\\' command shown in the exhibit; then answer the question below. 

Which IP addresses are included in the output of this command? 

A. Those whose traffic matches a DoS policy. 

B. Those whose traffic matches an IPS sensor. 

C. Those whose traffic exceeded a threshold of a matching DoS policy. 

D. Those whose traffic was detected as an anomaly by an IPS sensor. 
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Correct Answer: A 

 

QUESTION 3

View the exhibit, which contains an entry in the session table, and then answer the question below. 

Which one of the following statements is true regarding FortiGate\\'s inspection of this session? 

A. FortiGate applied proxy-based inspection. 

B. FortiGate forwarded this session without any inspection. 

C. FortiGate applied flow-based inspection. 

D. FortiGate applied explicit proxy-based inspection. 

Correct Answer: B 

 

QUESTION 4

View the exhibit, which contains the output of a real-time debug, and then answer the question below. 
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Which of the following statements is true regarding this output? (Choose two.) 

A. This web request was inspected using the root web filter profile. 

B. FortiGate found the requested URL in its local cache. 

C. The requested URL belongs to category ID 52. 

D. The web request was allowed by FortiGate. 

Correct Answer: BC 

 

QUESTION 5

View the central management configuration shown in the exhibit, and then answer the question below. 
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Which server will FortiGate choose for antivirus and IPS updates if 10.0.1.243 is experiencing an outage? 

A. 10.0.1.240 

B. One of the public FortiGuard distribution servers 

C. 10.0.1.244 

D. 10.0.1.242 

Correct Answer: B 
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